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EDITORIAL      

AI: MORE HYPE 
THAN REALITY?

A
rtificial intelligence is the new flavour 
of the season. If you go to any tech 
conference these days, chances are 
you’d hear about AI and robotics being 

discussed with almost evangelical zeal as a 
panacea for all IT woes. Is AI a new technology? 
If you look at its history, in 1950, famous English 
mathematician Alan Turing – yes, the same 
guy who broke the Enigma code – published a 
paper, which discussed for the first time what 
would come to be known as AI. Since then, AI has 
been relegated mainly to the realm of science 
fiction till early 2000, when we witnessed the 
emergence of robots for homes and space 
exploration, followed by autonomous cars and 
virtual voice assistants on smartphones that 
understand natural language.

Is AI just marketing hype, and is it time for a 
reality check? According to Gartner’s 2019 CIO 
survey, the number of companies implementing 
AI has grown by a whopping 270 percent in the 
last four years and has tripled in the past year 
alone. The research firm says organisations 

across all industries are using AI in a variety of 
applications. In healthcare, for example, AI is 
helping doctors to detect and diagnose diseases, 
and surgical robots are now on the horizon. 
Another widely discussed use case is self-
driving technology, and 10 million autonomous 
vehicles are expected to be on the road by 
2020. Banks and telcos have already started 
deploying chatbots – Emirates NBD’s Eva is a 
case in point – and AI is gradually revolutionising 
manufacturing in the form of predictive 
maintenance and digital twins. Does this mean AI 
is a mainstream tech today? Hardly so. Despite 
all the hullabaloo, AI is a technology that hasn’t 
fully come out of the oven, and reliable standards 
are yet to be established. CIOs need to bear in 
mind that AI is not an out-of-the-box solution 
and requires heavy customisation; there isn’t a 
fully-blown playbook available at the moment. 
It’s been 70 years since Turing first came up with 
the idea, and I wouldn’t be surprised if it takes 
another 70 years before AI becomes part of our 
everyday lives.
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ORACLE EYES TOP SLOT IN CLOUD MARKET

TENABLE EXPANDS PARTNERSHIP 
WITH SERVICENOW

   NEWS

A
t the recently held Media 
Days event, Oracle has laid 
out its strategy to dominate 
the cloud apps market 

riding on increased R&D and holistic 
product suites.

Speaking to global media members 
gathered at its HQ in Redwood City 
over a conference call, Oracle’s CEO 
Mark Hurd said: “Our net-new business 
is growing, and in the course of a year 
we have increased NetSuite customers 
by tenfold in the SMB space. Over the 

last three years, we have gained more 
market share than anyone else in the 
enterprise SaaS market.”

The enterprise applications market 
is estimated to be worth around 125 
billion with back office accounting for 70 
percent and 30 percent front office. “Both 
are relatively fragmented and mostly 
on-premise, and these markets are now 
moving to SaaS, absorbing database, 
hardware, and middleware. We are seeing 
an incredible level of interest among our 
customers to get out of legacy systems 
because they can save 30 percent in 
costs by moving to the cloud, and we 
are uniquely positioned to grab the lion’s 
share of the market,” said Hurd.

Oracle CEO also predicted the 
enterprise SaaS market would 
consolidate shortly around big suite 
providers. “We have got a long list of 
underfunded competitors, who don’t 
have the investments to move to 
modern capabilities of a true cloud. 
Our competitors are asking their 

Tenable has its enhanced integration 
with ServiceNow to help shared 
customers improve their vulnerability 
prioritisation and remediation programs 
by addressing one of the most 
difficult challenges in cybersecurity — 
vulnerability overload.

Prioritising vulnerabilities with the 
Common Vulnerability Scoring System 
(CVSS) presents significant limitations 
since it scores the majority as  ‘high’ 
or ‘critical.’ Tenable recently released 
Vulnerability Priority Ratings (VPR) as 
part of Predictive Prioritization to help 
organisations focus remediation on 
the three percent of vulnerabilities that 
are most likely to be exploited. Now, 
Tenable is bringing VPR to ServiceNow 
Security Operations. For the first 

customers to move their existing 
applications from one data centre to 
another. In the end, you still have the 
same workflow. And whatever changes 
or customisations you have done, you 
would need to redo that all over again 
and pay for it. Customers on some of 
these platforms could face bills of tens 
or hundreds of millions of dollars.”

According to Hurd, by the start of the 
next decade, 40 percent of enterprise 
workloads will move to the cloud, and 
16-17 percent of data centres in the US 
have already closed as a result of this 
paradigm shift.

As part of its growth strategy, the tech 
giant is planning to embed emerging 
technologies such as AI and ML into 
core applications. “I do think a lot of 
these new technologies are evolving into 
features and are getting embedded into 
core apps. AI tools will be brought to the 
data, and it will show up in supply chain, 
finance, and HR applications. AI will be 
invisible,” said Hurd.

vulnerabilities that pose the most 
imminent threat to the business into 
the hands of the IT teams so that they 
can focus on remediating what matters 
most,” said Ray Komar, vice president 
of technical alliances, Tenable. 
“Together with ServiceNow, we will 
position our shared customers to more 
quickly manage, measure and reduce 
their cyber risk and build strategic 
Cyber Exposure practices.”

time, security and IT teams can use 
VPR scores to view, sort and filter the 
remediation priority of each flaw based 
on the risk it poses to the business.

The latest integration also enables 
customers to sync their vulnerability 
data 400 percent faster by ingesting 
multiple Tenable vulnerability data 
streams simultaneously — rather 
than individually — into ServiceNow 
Vulnerability Response and the 
ServiceNow CMDB. Together, Tenable 
and ServiceNow are helping security 
and IT teams to more quickly respond 
to the vulnerabilities that pose the 
greatest risk and ultimately reduce their 
Cyber Exposure gap.

“These enhanced integrations 
are putting the three percent of 
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ABU DHABI PORTS PICKS DELL TECHNOLOGIES 
FOR DIGITAL TRANSFORMATION
Abu Dhabi Ports has signed a 
Memorandum of Understanding 
(MoU) with Dell Technologies that 
will see the organisations combine 
their expertise in maritime and IT to 
develop technology-based concepts, 
solutions and services specifically for 
the maritime industry.

The MoU with Dell Technologies 
is designed to provide Abu Dhabi 
Ports with consulting services and 
help them leverage high value-added 
technologies such as blockchain, 
andartificial intelligence (AI) to fuel 
their digital transformation journey. 
In addition, this strategic partnership 
will also see an exchange of industry 
best practices and expertise needed 
to develop truly integrated smart 
ports that can better serve the 

customers and other stakeholders of 
Abu Dhabi Ports.

Over the past few years, Abu Dhabi 
Ports has made significant strides in 
harnessing innovative digital solutions 
for trade and port communities. In 
2018, it launched Silsal, a blockchain-
based solution aimed at streamlining 
trade flows and supply chains.

The MoU was signed by Abdullah 
Al Hameli, Executive Vice President 
– Corporate Support at Abu Dhabi 
Ports, and Mohammed Amin, Senior 
Vice President, Middle East, Turkey 
& Africa at Dell Technologies in the 
presence of Michael Dell. 

Abdullah Al Hameli, Executive Vice 
President – Corporate Support at 
Abu Dhabi Ports, said: “At Abu Dhabi 
Ports, innovation is at the heart of 

everything we do. We are excited 
about the growth and opportunities 
created by the Fourth Industrial 
Revolution, and we are constantly 
striving to deliver products and 
services that transpose the latest 
emerging technologies into a 
maritime context.

“We are delighted to partner with 
Dell Technologies on our ongoing 
digital journey. Dell has long been a 
leader and pioneer in IT, and we look 
forward to combining their knowledge 
and insights with that of our own 
maritime experts. Together, we will 
explore ways to harness the most 
exciting technologies to make the 
future of maritime operations and 
services safer, more efficient, and 
more sustainable.”
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EXPERTS DISCUSS THE NEW OPPORTUNITIES AND 
TRENDS IN THE HEALTHCARE INDUSTRY.

  FEATURE

READY FOR A  
DIGITAL FUTURE
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T
he healthcare sector, which 
has historically been a 
laggard when it comes to 
IT adoption, is now finally 
starting to catch up with 

digital transformation sweeping through 
other verticals. In a bid to make hospitals 
‘smart’ and enhance patient care, the 
healthcare industry is now increasingly 
turning to digital technologies to 
streamline workflows and reduce costs.

“Healthcare is in continuous need 
of disruption to solve the evolving 
challenges of the industry today. 
As healthcare has one the most 
complex ecosystem of stakeholders, 
the application of innovative medical 
technologies helps to manage this 
stakeholder ecosystem in order to 
enable timely, cost-efficient, accurate, 
coordinated and quality access to 
healthcare. Today, at a global and 
UAE level, we now see these medical 
technologies being augmented by 
the Internet of Things, blockchain 
and artificial intelligence that pushes 
the industry at its competitive edge,” 
says Marwan Bin Dalmook, SVP ICT 
Commercial & Business Development, du.

Experts say the industry is now 
ripe for innovation and focal point of 
investments should be around enabling 
interoperability between electronic health 
records systems, insurers and healthcare 
institutions, which will redefine how 
doctors and patients interact.
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HEALTHCARE IT PREDICTIONS FOR 2019

  FEATURE

That brings the question to the fore: 
what are some of the digital technologies 
essential to growth and greater 
collaboration in healthcare today?

“The healthcare industry in the 
Middle East has seen a rapid growth in 
the last few years. The governments 
in the region have adopted several 
important initiatives that place 
innovation and digital transformation 
within the healthcare sector as a high 
priority. To be able to achieve this 
transformation, it is important to 
understand that patient documentation 
is vital in communicating the patient’s 
condition and organising their care 
plans according to the patient’s 
needs. By adopting Electronic Medical 
Records (EMR), healthcare providers 
can not only achieve better clinical 
outcomes but also help streamline 
their health system’s efficiency and 
revenue cycle,” says Michel Amous, 
Regional Managing Director of 
InterSystems.

Ali Hyder, group CEO of Focus 
Softnet, agrees that implementation 
of comprehensive Electronic Medical 
Record(EHR) along with clinical 
documentation by the clinicians and 
CPOE is imperative. “This not only 
enables data being available on the 
tips of the clinicians at the point 
of care, but also patient outcome 
parameters for the management. The 

Rick Vanover, Senior Director, Product Strategy, Veeam Software:
The main prediction for IT healthcare I’d offer is that organisations will 
make modern changes for the IT infrastructure running healthcare 
services. More cloud services. Newer database platforms. Newer 
applications. Increased services and systems in place will make this 
happen, along with explosive data growth. The challenge to manage that 
will be to ensure the backup and recoverability of these critical systems.

Vinayambika Kidiyur, Senior Vice President, Healthcare, Cognizant:
One of the key healthcare IT predictions is legacy systems modernisation 
— integration with the legacy ecosystem, legacy modernisation or legacy 
wrap-up through modern customer touchpoints across all geographies, 
and investments around building modern hospital infrastructure in the 
Middle East, Asia-Pacific, and the UK/Europe market. We also expect 
to see increased adoption of AI initiatives across healthcare segments 
in developed markets, and better utilisation of ML, natural language 
processing (NLP) and conversational AI to increase automation, resulting 
in better cost and care management across all geographies.

Marwan Bin Dalmook, SVP ICT Commercial & Business Development, du:
2019 will see the continuation of digitisation across the sector. Digital 
healthcare solutions provide a strong answer towards tending to the 
growing population and will play a big role in saving lives and improving 
touchpoints for patients. This year will see more connections being made 
between emerging technologies like Blockchain and AI as “key enablers” 
for value-added eHealth solutions, which will create new value for patients 
and businesses, unlike anything we have seen previously with existing 
technologies.

Michel Amous, Regional Managing Director of InterSystems:
For AI to have a valuable mainstream impact on healthcare we will 
need more robust mechanisms for consent and governance of patient 
information.  The same transparent and ethical approaches will be needed 
for delivering the dream of precision medicine. Precision medicine will 
develop further and faster as we understand an individual’s inherited 
genomes within the context of their lifestyle.  In turn, such understanding 
will inform our population health disease prevention, wellness, and healthy 
aging programmes.  This new generation of comprehensive data life-cycle 
management will help us prototype then maintain 3D-printed organs, 
artificial limbs, and artificial inserts, as well as employ more drones and 
robots in logistics, surgeries, and at the bedside.

Janahan Tharmaratnam, IBM iX Digital Health Platforms Leader, IBM 
Middle East and Africa:
Data will continue to be key. Having the data at your fingertips allows you to 
generate information that support decision making. It’s a competitive edge 
and it’s important to add more data sources as part of a digital roadmap.

AI in healthcare is real. An AI roadmap is imperative to help boost efforts 
in the healthcare ecosystem. It will transform the way we take care of our 
people’s wellness and keep them happy and safe.

Anurag Gupta, VP Analyst, Gartner

10 CXO INSIGHT ME MAY 2019



ACCORDING TO 
ACCENTURE, AI IN 
HEALTH REPRESENTS 
A COLLECTION 
OF MULTIPLE 
TECHNOLOGIES 
ENABLING MACHINES 
TO SENSE, 
COMPREHEND, ACT, 
AND LEARN SO 
THEY CAN PERFORM 
ADMINISTRATIVE 
AND CLINICAL 
HEALTHCARE 
FUNCTIONS. 
UNLIKE LEGACY 
TECHNOLOGIES 
THAT ARE ONLY 
ALGORITHMS/TOOLS 
THAT COMPLEMENT 
A HUMAN, HEALTH AI 
CAN TRULY AUGMENT 
HUMAN ACTIVITY. 

Ali Hyder, group CEO of Focus Softnet Vinayambika Kidiyur, Senior Vice 
President, Healthcare, Cognizant

Marwan Bin Dalmook, SVP ICT 
Commercial & Business Development, du

usage of mobility applications for 
reduced clinical errors and increased 
patient safety provides sure shot 
advantage over the competitors. The 
next vertical, which is an essential is 
patient engagement and experience 
solutions- patient conveniences made 
possible through patient portals. 
These solutions can be bettered 
by the usage of AI and machine 
learning.”

Anurag Gupta, VP Analyst, Gartner, 
says healthcare technology landscape 
is pivoting from being payment centric 
to healthcare-consumer centric. 
This pivot requires bridging the gap 
across preventive, ambulatory, acute, 
and post-acute care by leveraging 
technology backbone across clinical 
applications (Imaging, EMR) and non-
clinical (ERP, CRM).”

Among the new crop of technologies, 
AI is tipped to have the maximum 
potential for healthcare, helping 
clinicians to diagnose and treat 
patients better than before. According 
to Accenture, AI in health represents 
a collection of multiple technologies 
enabling machines to sense, 
comprehend, act, and learn so they 
can perform administrative and clinical 
healthcare functions. Unlike legacy 
technologies that are only algorithms/
tools that complement a human, health 
AI can truly augment human activity.

“In healthcare, AI has tremendous 
growth potential across providers, 
health insurers, and pharmaceutical 
and biotech companies. We are 
witnessing high levels of interest 
and investment in AI among our 
customers. The key trends in this 
area include predicting patients’ 
healthcare outcomes and adverse 
events, enabling doctors for data-
driven diagnosis, greater impetus 
on value-based healthcare and 
do-it-yourself diagnostics, and 
identification and analysis of social 
determinants of health,” says 
Vinayambika Kidiyur, Senior Vice 
President, Healthcare, Cognizant.

Though AI has much potential in 
healthcare, it is important to bear in 
mind there is a significant hype about 
AI in the market. “Organisations must 
understand that implementing AI 
projects takes time; implementing AI is 
not an on-off switch. And as analytics 
projects have demonstrated enterprises 
have to spend much time preparing 
data for analysis.

“In fact, the amount of time spent 
on configuring the data ready for 
analysis (all activities such as data 
integration and data quality) in many 
cases is much more than the time 
spent analysing it. AI projects take that 
time to scale up several notches,” says 
Gupta from Gartner. 
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   INTERVIEW

MOHAMED EL FANICHI, CIO OF LANDMARK GROUP, ON HOW HIS COMPANY IS 
RESHAPING THE CUSTOMER EXPERIENCE WITH DIGITAL TRANSFORMATION.

H
ow is Landmark 
reinventing itself for the 
omnichannel future?
Landmark Group has 
always invested in customer 

engagement, as a seamless and fun 
experience. We are putting in place an 
Integrated continuous enterprise-wide 
digital innovation that will further enhance 
the shopping experience.

Customers today look for ease 
and convenience in their shopping 
experience both online and in stores. 
They expect value along with exceptional 
service while making a purchase.

Our brands are ensuring that the 
physical shopping experience is 
matched by the ease of online shopping. 
Our planned ‘Stores of the Future’ 
will aim to provide new and improved 
in-store experiences with innovative 
features and customer-friendly layouts.

We are also transforming our mobile 
and e-commerce channels, as well 
as supply chain processes for our 
omnichannel customers. Our objective 
is to be with the customers regardless 
of where they shop. 

We are also transforming our inventory 
management to drive an accurate 
single view inventory along with major 
enterprise solutions. Our brands, 
Splash and Max recently rolled out the 
RFID technology to gain a significantly 
improved view of its inventory.

Our goal is to provide consistently 
good experiences and create 
convenience at every customer 
touchpoint.

What kind of technologies is your 
priority to transform customer 
experience?
We are driving mobile solutions 
powered by machine learning, and 

FUTURE-READY RETAIL

cloud technologies.  We are adopting 
a cloud-first strategy by migrating our 
entire enterprise suite to the cloud. 
This is fundamental to our digital 
journey as it will scale up our capacity, 
and significantly improve the speed in 
delivering services to our customers.

Our loyalty programme, Shukran, will 
see a major upgrade to Oracle Loyalty 
Cloud solutions and will be at the heart 
of a new 360 integrated view of our 
customers. We are exploring newer 
technologies that will allow us to get a 
better understanding of our customers 
and their buying patterns.

We are making technology simpler 
and easier to use for our front-line staff 
as well. We recently launched the ‘Sahla’ 
program, which will digitally enable 
every member of our store teams to 
provide the best possible experience to 
our customers.

We are also leveraging technologies 
like AI, Machine Learning, and IoT to 
increase efficiencies and gather more 
data in order to better our services.

How do you plan to boost your supply 
chain efficiency?
Our focus is to enable our supply chain 
to improve customer fulfilment as it is 
key to winning customer loyalty.

We are working to automate every 
stage of the supply chain process, give 
a real-time picture of our inventory 
position, and deliver accurate and 
timely information. 

We aim to digitise our supply chain 
by transforming our warehouse 
fulfilment, enhance our last mile delivery 
capabilities. Our mega distribution centre 
that will open this year with automation 
technology, will power up our fulfilment 
capability in the GCC region.

Home Centre, our home retailer brand, 
recently launched a fully automated 
distribution centre in Sudair, Saudi 
Arabia. At the new facility, we have 
deployed state-of-the-art technologies 
and Automated Guided Vehicles (AGV). 
This has helped us in streamlining the 
process and increasing efficiency. 

WE ARE WORKING 
TO AUTOMATE 
EVERY STAGE OF 
THE SUPPLY CHAIN 
PROCESS, GIVE A 
REAL-TIME PICTURE 
OF OUR INVENTORY 
POSITION, AND 
DELIVER ACCURATE 
AND TIMELY 
INFORMATION.  
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   VIEWPOINT

A FRAMEWORK FOR 
EFFECTIVE SECURITY 

GOVERNANCE
ZAHID SYED, INFORMATION SECURITY OFFICER AT ABU DHABI PORTS, 

WRITES ABOUT THE RECIPE FOR GOOD SECURITY GOVERNANCE 
POLICIES AND PRACTICES IN THE DIGITAL AGE.

I
nformation security has become 
one of the most discussed topics 
in enterprises in this modern 
era of technology. Substantial 
investments are being made in 

the information security domain to 
have relevant (physical, technical 
and administrative) security controls 
addressing the potential risk to the 
business. The best-of-breed security 
solutions are being deployed in 
the environment and highly skilled 
information security personnel 
are being appointed to ensure the 
protection of the organisation’s 
assets. However, it is often seen that 
information security is still failing 
to meet the expectation. There are 
information security policy violation 
issues, data leakage, password sharing, 
staff ignorance towards security 
advisories and they do not seem to be 
aware of the consequence of security 
breach. Even the information security 
awareness workshops are not effective 
due to low staff attendance.

All the above challenges and a lot 
more of the same sort can be addressed 
by establishing an information security 
governance in the organisation because 
technical and physical security controls 

information security culture across the 
organisation by setting the high-level 
directives along with the organisation’s 
risk appetite. Their support plays a vital 
role to ensure that there are sufficient 
resources and budget available to 
design security programs and to 
enforce and monitor compliance.

THE BEST-OF-BREED 
SECURITY SOLUTIONS 
ARE BEING DEPLOYED 
IN THE ENVIRONMENT 
AND HIGHLY SKILLED 
INFORMATION SECURITY 
PERSONNEL ARE BEING 
APPOINTED TO ENSURE 
THE PROTECTION OF THE 
ORGANISATION’S ASSETS. 
HOWEVER, IT IS OFTEN 
SEEN THAT INFORMATION 
SECURITY IS STILL 
FAILING TO MEET THE 
EXPECTATION.  

are just not enough. Information 
security governance should not only be 
established but must be made effective 
across the organisation by following 
fundamental yet important principles: 

Include information security on the 
agenda of board meetings
Most of the organisations believe 
that information security is an IT 
function and all related challenges 
should be discussed and addressed 
at the technical level. Since most 
if not all businesses are highly 
technology-dependent for their daily 
operations, information security 
should be an important topic to 
discuss in the boardroom. However, 
senior management still finds it trivial 
to include information security on 
the agenda of the board meeting. 
It was observed in the past that 
the organisations have suffered a 
significant business, financial and 
reputational loss due to the lack of 
effective security controls.

Executive management commitment 
to establish information security 
governance is essential, they must 
understand the importance of it 
and support the development of 
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Establish information security 
objectives to achieve strategic goals
Setting S.M.A.R.T security objectives 
is a key to a successful information 
security program which must be fully 
aligned with the organisation’s mission, 
vision, and objectives. 

Security programs should be 
designed to achieve security objectives 
and they must be driven by the business 
objectives. Usually, security programs 
consist of many large complex activities 
called projects to implement any of 
the three (administrative, physical and 
technical) or all three types of security 
controls to satisfy the information 
security triad needs.

A security program not being rightly 
aligned with the business may cause 
improvident investments which could 
eventually shake management’s trust in 
information security and raise financial 
concerns. A program must be rather 
developed in alignment with business 
goals and objective; allowing security 
to act as a business enabler while being 
fully aware of associated risks that can 
either be mitigated, avoided, transferred 
or accepted.

An example could be a decision made 
in a board meeting to leverage local 
cloud services to host all company’s 
internal and external web services, 
whereas security team recently 
invested heavily on the implementation 
of an “on-prem” web application 
firewall solution.

Change the business mindset about 
information security
Tremendous effort should be made by 
the security professionals to change the 
mindset of business which perceives 
information security as a department 
of obstructions. Hence business does 
not usually involve security in their 
decision making purely out of fear that 
security will slow things down or will 
cause hurdles in their efforts. This leads 
to another concern that decisions taken 
by the business without consulting with 
security could result in some serious 
security incidents which may jeopardise 
the public image and reputation of the 

certain policies do not apply to them. 
Employees must understand that they 
also have a part to play in protecting 
the company’s information. The culture 
should be promoted through various 
communication channels like workshops, 
frequent advisories, handbooks, regular 
campaign, quizzes, surveys, etc. Some 
general responsibilities can also be 
included as part of the job description for 
all positions to understand and conform 
to the organisation’s information 
security policy, data sharing policy and 
code of conducts. Introduce reward 
schemes in the company and link it with 
appraisals or a token of appreciation to 
encourage employees more to report 
security incidents. A culture can only be 
developed if the information security is 
the subject of discussion and practice at 
all levels from the board of directors to 
each junior staff.

Measure the effectiveness of the 
controls by establishing metrics
Performance monitoring is a key 
activity for any governance to measure 
the effectiveness of the controls 
against the expectation. Management 
should focus on establishing 
S.M.A.R.T KPIs that are tailored to the 
organization, the areas being measured 
and the audience they are addressed 
to. The targets should be set through 
KPIs to achieve specific goals, which 
should be accurately measured, 
achievable in a specific timeframe and 
most importantly associated with a 
process, practice or control.

A specific set of metrics must be 
developed for a specific audience. 
Showing the number of DDoS attacks 
stopped at the firewall to the board of 
director will not mean much, Instead, 
the board would like to see how much 
the organization is compliant to ISO 
standard or how many critical risks have 
not been mitigated which may have a 
significant impact on business.

Having a security breach does not 
mean failed security governance but not 
knowing that there has been a breach 
and how to respond to the attack is a 
sign of failed security governance. 

company and may lose customer trust 
in addition to a significant financial loss.

Risk-based culture should be 
promoted where the risk appetite 
and the tolerance level are set by the 
Board of Directors. A detailed business 
impact analysis must be carried out 
to understand the value of the asset 
being protected and the risk it carries to 
the business which should be weighed 
alongside the control being placed as a 
result of risk treatment.

Security professionals must act as 
business enablers and find the right 
balance between business and security. 
Although there may be a situation 
where business requirement does not 
fully meet the security standards in 
which case the risk should be analysed 
and communicated to the business 
owner and the decision should be made 
based on the condition that the risk 
impact does not surpass the tolerance 
level. Information security risk register 
could play an essential role here to list 
all the identified risks along with the 
relevant response from the business 
(risk owner).

Develop information security culture 
with clear roles and responsibilities
Information security can be made 
effective by developing a strong security 
culture. Executive management should 
lead by example and do not consider 
themselves above security controls that 
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WHY YOUR ORGANISATION NEEDS 
AUTOMATED SECURITY TO REDUCE 
TIME TO MITIGATE INCIDENTS AND 

KEEP CYBERCRIMINALS AT BAY. 

CLOSING 
THE GAP

   COVER FEATURE
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W
ith the global threat 
landscape getting 
increasingly complex, 
cyber-attacks are 
now a question of 

‘when’ rather than ‘if’ for enterprises, 
regardless of size. The sheer volume 
and onslaught of sophisticated attacks 
require human intervention, which 
often makes it impossible to address 
these threats even if they are detected. 
This is where security orchestration 
and automation (SOAR) kicks in as a 
potential solution for IT security teams 
to shape their response strategies.

Nicolai Solling, CTO of Help AG, 
explains why increased automation of 
cyber security is a necessity in today’s 
world: “First, the number of attacks 
and their sophistication is increasing 
exponentially. Even with the best security 

infrastructure in place, this makes it 
extremely challenging to evaluate, 
prioritise, and mitigate every security 
event and threat – not to mention the 
added complexity caused by false 
positives. Second, across the globe, 
there is a shortfall in the number of 
cybersecurity professionals with the 
gap expected to widen to 1.5 million job 
openings by 2019, up from 1 million last 
year. Automation is critical to addressing 
both these pressing challenges.”

Scott Manson, managing director 
of McAfee Middle East, says it will be 
difficult to keep pace with the dynamically 
changing threat landscape without 
automation and orchestration. “Security 
is engulfed in complexity. Sophisticated 
attacks are increasing, the vendor 
landscape is too complex, too many 
security products operate in isolation, and 

there are too few employees to address 
the challenge.

“Simply put, the time taken to review 
the number of potential attacks across 
all the varying attack vectors—with all 
the noise and telemetry data and false 
positives they create—is an impossible 
job without the principles of automation 
and orchestration.”

The need for security orchestration, 
according to experts, is driven by the 
sheer volume and complexity of attacks, 
and some of it is machine-generated with 
cybercriminals turning to automated 
tools to launch attacks. This makes 
machine-based, automated security 
posture an imperative. 

How does it help improve security 
operations?

“Security automation is the 
computerisation of a manual task across 
one or multiple security tools so that they 
can be executed automatically, faster and 
without any delay once initiated. Security 
orchestration, on the other hand, is about 
automation of multiple tasks, processes, 
and workflows across siloed, security 
subsystems, making them work as an 
integrated holistic system. The time spent 
on managing individual subsystems can 
now be better deployed into monitoring 
a complete system end to end, that is 
automated and orchestrated,” says Paul 
Potgieter, Managing Director – UAE, 
Dimension Data.

Mohammad Jamal Tabbara, Senior 
Presales Engineer at Infoblox

Nicolai Solling, CTO of Help AG

THE SHEER VOLUME AND ONSLAUGHT OF 
SOPHISTICATED ATTACKS REQUIRE HUMAN 
INTERVENTION, WHICH OFTEN MAKES IT IMPOSSIBLE 
TO ADDRESS THESE THREATS EVEN IF THEY ARE 
DETECTED. THIS IS WHERE SECURITY ORCHESTRATION 
AND AUTOMATION (SOAR) KICKS IN AS A POTENTIAL 
SOLUTION FOR IT SECURITY TEAMS TO SHAPE THEIR 
RESPONSE STRATEGIES.  

Scott Manson, managing director of 
McAfee Middle East
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David Grout, EMEA CTO, FireEye, 
adds one of the main improvements that 
organisations can enjoy is the ability to 
automate the small, repetitive tasks that 
occur on a daily basis, in order to reduce 
the amount of human involvement that’s 
required. Security teams need to focus 
on utilising their skilled staff in important 
tasks rather than low-value ones.

“One example of this that we are seeing 
regularly is in the area of suspicious email 
management. In most organisations, 
employees report suspicious emails that 
they have received to an internal email 
alias. Automation helps to process such 
suspicious emails once they have been 
alerted to the security teams. This is one 
of many tasks that can be automated in 
order to ease the workload of security 
personnel so they can focus on more 
strategic tasks,” he says. 

Mohammad Jamal Tabbara, Senior 
Presales Engineer at Infoblox, says 
another potential benefit of automation 
is forging a cybersecurity ecosystem 
that helps organisation to integration 
multiple security solutions together to 
automate asset management, accelerate 
remediation, and enable centralised 
network visibility. “Such ecosystem 
integrations and automations help 
eliminate silos between network and 
security teams, accelerate remediation 

Paul Potgieter, Managing Director – 
UAE, Dimension Data

processes and increase operational 
efficiency by enabling near real-time 
automation from initial threat detection 
through resolution.”

Be that as it may, many companies 
are still averse to automation because 
it can stop legitimate traffic without 
human intervention. 

“Automation is only successful if 
process and policy are correctly locked 

and loaded into the daily working 
cadence of an enterprise. This is the 
main challenge for companies today: to 
fix policy, whether regulatory or internal, 
so that they can build their automation 
capabilities to deliver the correct output,” 
says Manson from McAfee.

Grout says companies are still 
uncertain about implementing security 
automation for two reasons.  The first 
reason is the lack of adequate skilled staff 
needed to implement and maintain the 
automation process. The second reason 
is the fact that organisations assume 
that they need to be highly mature to 
implement it. “Automation can work for 
all organisations if the tasks best suited 
to be automated are identified and set 
up correctly. Over time, I expect the 
understanding of automation to improve 
and for the full benefits of using it to be 
realised,” he adds.

The road to broad adoption of security 
orchestration and automation is also 
riddled with some pitfalls. “I think the 
biggest mistake is to think that SOAR can 
replace your security teams – you will 
still need the same number of people in 
the teams, and you will still need to invest 
in technologies around the solution, 
however SOAR can make sure that 
your teams are focusing their time on 
more valuable things. Also, don’t believe 
that SOAR can magically introduce 
processes from day one – you should still 
understand what you are focusing on and 
what to do in case something happens,” 
says Solling from Help AG.

Grout from FireEye adds that one of the 
common mistakes is to try to automate 
everything and not focus on the highly 
repetitive tasks that take up most of the 
security team’s time. “As such, some 
security leaders forget that when they 
want to automate something, they will 
need to work on the task breakdown, the 
analysis and the way they want to quantify 
tasks in order to automate them. They 
also need to be clear to the team and the 
rest of the business how certain security 
roles will change after the introduction of 
automation and the positive impact this 
will have in terms of time being spent on 
higher value activities.” 

IN MOST 
ORGANISATIONS, 
EMPLOYEES REPORT 
SUSPICIOUS EMAILS 
THAT THEY HAVE 
RECEIVED TO AN 
INTERNAL EMAIL ALIAS. 
AUTOMATION HELPS 
TO PROCESS SUCH 
SUSPICIOUS EMAILS 
ONCE THEY HAVE 
BEEN ALERTED TO THE 
SECURITY TEAMS. 

David Grout, EMEA CTO, FireEye
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VIEWPOINT      

WHY AUTOMATION, 
WHY NOW?

A
utomation has always 
played a role in 
cybersecurity. If you think 
about basic antivirus 
software, it typically 

works in the background, automatically 
scanning devices for aberrations that 
might indicate the presence of malware 
or other intrusions. 

But we are long past the days when 
basic antivirus software could offer 
the breadth of protection required to 
meet the challenges of today’s highly 
sophisticated threat environment. 
We are at a turning point in the use of 
automation in our overall approach to 
cybersecurity. 

We must ensure that we are using 
automation, as well as machine 
learning and artificial intelligence, to 
simplify and accelerate our ability 
to respond to attacks. Our security 
operations centers (SOCs) are under 
constant siege, and they can no longer 
rely on manual operations to deal with 
attackers who are using automation 
to scale at an unprecedented pace. If 
we don’t automate our SOCs to reduce 
complexity, we simply can’t keep up. 

We must also ensure that we can 
build automation into cybersecurity 
as forethought and not just as 
afterthought. This will allow us to 
reduce the pressure and complexity 
involved in detecting and responding 
to attacks as our adversaries become 
more innovative. 

This critical shift toward embracing 
automation is a function of the growth 
of our digital world, which changes 
the ways in which we are attacked and 
the ways in which we must detect, 
predict, and respond to attacks. Our 

BY LUCAS MOODY IS VICE PRESIDENT AND CHIEF 
INFORMATION SECURITY OFFICER AT PALO ALTO NETWORKS.

adversaries can access the same 
inexpensive compute resources that 
are available to us in the cloud. They 
can go to the dark web and buy tools 
that are both inexpensive and highly 
effective.

Because these adversaries have easy 
access to compute resources, they can 
scale exponentially, using automation 
to launch attacks on a massive 
scale. In addition, they can leverage 
technologies such as machine learning 
and artificial intelligence to be more 
agile and innovative. And motivation 
has perhaps never been higher, with 
the participation of nation-states not 
just out for money but to generally 
wreak havoc wherever possible. 

This paradigm is not going to change, 
so organisations have to change 
their approach to cybersecurity and 
automation. 

When our adversaries can scale their 
resources simply, exponentially, and 
inexpensively by adding more compute 
power, we can’t respond by hiring 
more and more people. It’s an equation 
that doesn’t work. The only way is to 
respond in kind, leveraging automation 
in our SOCs so we are fighting 
machines with machines. 

For business leaders and board 
members, this means being prepared 
to ask the right questions of 
cybersecurity leaders and to instill a 
culture of cybersecurity that starts 
right at the top. From a practical 
standpoint, critical questions to ask 
include:

Is the organisation incorporating 
automation at every step of 
cybersecurity? This often starts in 
the development of new applications 

and services. If cybersecurity is not 
included early through approaches 
like DevSecOps, it will be harder and 
more expensive to add automation 
capabilities later in the process. 

Is the organisation using automation 
to correlate data, and does it have the 
technology foundation to ensure that 
the data is complete and current—i.e., 
from every possible source, including 
endpoints, networks, and multiple 
clouds (public, private, and hybrid), 
as well as all mobile devices, including 
those in the internet of things?

Can the SOC access a centralized, 
holistic view of all activity, leveraging 
automation to reveal the root causes 
of attacks with actionable forensic 
detail to accelerate and streamline 
event triage, incident investigation, and 
response? 

Do your cybersecurity tools leverage 
machine learning and artificial 
intelligence to empower security 
analysts to reduce complexity by shifting 
from manual investigation to proactive 
protection? Do these tools allow the SOC 
to respond faster to attacks with deeper 
insights, allowing the organisation to 
reduce risk by keeping pace with the 
volume and sophistication of today’s 
advanced threats?

As a business leader, whether in 
the boardroom or executive suite, 
cybersecurity is becoming a more 
critical factor in ensuring that you 
meet your fiduciary responsibilities to 
the organisation. By staying informed 
about key cybersecurity trends, such 
as automation, and asking the right 
questions of your teams, you can play 
an active role in setting the right tone 
and culture for your organisation. 

Are your cybersecurity security 
teams fighting machines with 
machines? Are cybersecurity and 
automation integrated into your 
development processes? Are your 
SOCs leveraging automation, machine 
learning, artificial intelligence, 
and other modern technologies 
to strengthen protections, reduce 
complexity, and lower risk?

Why automation, why now? For 
cybersecurity, it’s no longer a question; 
it’s an imperative. 
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  VIEWPOINT

THE CLOSING SPEED OF 
TRANSFORMATION

BY DAVE RUSSELL, VICE PRESIDENT, ENTERPRISE STRATEGY AT VEEAM

“Well, we’re going to get around to doing 
X, Y, and Z.” But they are often lacking a 
sense of urgency to experiment early.

A major contributor to this type of 
procrastination is that changes that 
appear to be far off, arrive suddenly. 
The closing speed of transformation 
is the issue. Seldom do you have the 
luxury of time; but early on you are 
seldom compelled to decide. You don’t 
sense the urgency.

It is not in your best interest to say, 
“We’re just going to try to manage 
what we’ve got, because we’re really 
busy. We’ll get to that when we 
can.” Because then, boom, you’re 

W
e all know that 
software and 
infrastructure don’t 
typically go away in 
the data centre. You 

very rarely decommission something 
and bring in all new gear or stop the 
application to completely transition over 
to something else. Everyone’s in some 
sort of hybrid state. Some think that 
they’re transitioning, and many hopefully 
even have a plan for this.

Some of these changes are bigger, take 
longer, and you almost need to try them 
and experience them to have success in 
order to proceed. I’ve heard people say, 

unprepared for when you really need to 
actually get going on something.

A perfect example is the impact of 
the cloud on every business and every 
IT department. The big challenge is 
that organisations know they should 
be doing something today but are still 
struggling with exactly what to do. 
In terms of a full cloud strategy, it’s 
oftentimes very disaggregated. And 
while we’re going on roughly a decade 
in the cloud-era, as an industry overall, 
we’re still really in the infancy of having 
a complete cloud strategy.

In December of last year, when I asked 
people, “What’s your cloud strategy? 
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Do you have one? Are you formulating 
one?” The answer was unfortunately the 
same response that they’ve been giving 
for the last eight years... “Next year.” 
The problem is that this is next year, 
and they are still in the same state.

 When it comes to identifying a 
cloud strategy, a big challenge for IT 
departments and CIOs is that it used to 
be easy to peer into the future because 
the past was fairly predictable — whether 
it was the technology in data centres, 
the transformation that was happening, 
the upgrade cycle, or the movement 
from one platform to another. The way 
you had fundamentally been doing 
something in the past wasn’t changing 
with the future. Nor did it require 
radically different thinking. And it likely 
did not require a series of conversations 
across all of IT, and the business as well.

But when it comes to the cloud, 
we’re dealing with a fundamental 
transformation in the ways that 
businesses operate when it comes to IT: 
compute, storage, backup, all of these 
are impacted.

Which means organisations working 
on a cloud strategy have little, to no 
historical game plan to refer to. Nothing 
they can fall back on for a reference. 
The approach of, “Well this is what we 
did in the past, so let’s apply that to the 
future,” no longer applies. Knowing what 
you have, knowing what your resources 
are, and knowing what to expect are not 
typically well understood with regards 

something that can easily be compared 
to, we should at least get going on what 
is visible to us, and that looks to be 
achievable in the short term.

 An excellent example in the software 
as a service (SaaS) world is Microsoft 
Office 365. Getting the on-premises IT 
people participating in this can still be a 
challenge. As the SaaS solutions start to 
become more and more implemented, 
they’re sometimes happening outside of 
the purview of what goes on in the data 
center. This can lead to security, pricing 
and performance and Availability issues.

 Percolate that up, what’s the effect 
of that? What does that actually mean? 
It means that the worst-case scenario 
is you’ve got an outcome of where the 
infrastructure operations people are 
increasingly viewed as less and less 
strategic going forward, because if 
you take this out to the extreme, you’ll 
end up being custodians of legacy 
implementations and older solutions. 
All while numerous other projects 
are being championed, piloted, put in 
to production and ultimately owned, 
by somebody else; perhaps a line of 
business that is outside of IT.

 That’s where you see CIOs self-report 
that they think more than 29% of their 
IT spending is happening outside of 
their purview. If you think about that, 
that’s concerning. You’re the Chief 
Information Officer (CIO). You should 
know pretty close to 100% of what’s 
going on as it relates to IT. If your belief 
is that approaching a third of IT spending 
happens elsewhere, outside of your 
control, and that this outside spending 
is not really an issue, then what are you 
centralising? What are you the Chief of, if 
this trend continues?”

 The previous way of developing a 
strategic IT plan worked well in the 
past when you had an abundance of 
time. But that is no longer the case. 
Transformation is happening all around 
us and inside of each organisation. You 
can’t continue to defer decisions. IT is 
now a critical part of the business; every 
organisation has become digital and the 
cloud is touching everything. It is time to 
step up, work with vendors you trust, and 
move boldly to the cloud. 

to a complete cloud transformation. In 
part, this is because the business is often 
transforming, or seeking to become 
more digital, at the same time.

 With the cloud, you often have limited, 
or isolated experiences. You have 
people who are trying to make business 
decisions that have never been faced 
with these issues, in this way, before.

 Moving to absolute virtualisation and 
a hybrid, multi-cloud deployment means 
that when it comes time to set a strategy 
you have a series of questions that need 
to be answered:
• Do you understand what infrastructure 

resources are going to be required? 
No.

• Do you understand what skills are 
going to be needed from your people? 
No.

• Do you know how much budget to 
allocate with clarity, today, and over 
time? No.

• Do you know what technologies 
are going to impact your business 
immediately, and in the near-term 
future? No.

Okay, go ahead and make a strategy now 
based on the information you just gave 
me, four No answers in a row. That’s 
pretty scary.

On top of this, data centre people tend 
to be very risk averse by design. There’s 
a paralysis that creeps in. “Well, we’re 
not sure how we should get started.” And 
people just stay in pause mode. That’s 
part of why we see Shadow IT or Rogue 
IT. Someone says, “Well, I’m going to 
go out and I’m just going to get my own 
SaaS-based license for some capability 
that I’m looking for, because the IT 
department says they’re investigating it.”

Typically, what happens is the IT 
department is trying to figure that out, 
trying to get a strategy, investigate 
the request. But in the meantime, they 
say, “No.” Now the IT becomes the 
department of “no” and is not being 
perceived as being helpful.

To address this issue head on, you 
need to apply an engineering mindset. 
Meaning, that you learn more about a 
problem by trying to solve it. In absence 
of having a great reference base, with 
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WHERE THE VALUE LIES 
WHAT EAM IS AND WHY IT MATTERS TODAY. 

D
o you know where your 
assets are? That simple 
question is at the heart 
of enterprise asset 
management or EAM. And 

several trends are driving the need for 
a structured EAM programme in the 
Middle East today. 

Jonathan Wood, GM of Infor IMEA 
notes that demand for EAM solutions 
is growing in the region as customer 
and employee engagement activities 
are priority initiatives for companies 
in an increasingly competitive 
environment. 

He continues: “There’s a renewed 
acknowledgment that productivity, 
efficiency, and satisfaction gains for 
both customers and employees can 
be delivered through effective visibility 
and maintenance of assets. This, in 
turn, is providing margin gains for our 
customers.”

cloud-based deployment is projected 
to register faster growth during 
the forecast period as cloud-based 
EAM enables multiple users in an 

Infor views the region as highly people 
and asset-intensive. “We see businesses 
across all industries engaging with us 
to understand how to deliver industry 
best practice and a rapid return on 
investment,” says Wood.
 
Sizeable market
EAM market globally is expected 
to reach $8.7 billion by 2024, 
according to a report issued by 
research and consultancy firm P&S 
Intelligence last month. The report 
points out that the major factors 
contributing to EAM market growth 
are the need for effective utilisation 
of assets, controlling maintenance 
and procurement expenses, and 
improving the return on assets.

In terms of deployment type, 
the report explains, EAM market is 
divided into on-premises and cloud-
based deployment. The market for 

Jonathan Wood, GM of Infor IMEA
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organisation to access data at any time 
from different locations.

The report notes that as cloud-based 
deployment requires no hardware 
upfront costs, they are being preferred 
by SMEs that are inclined toward 
entering the market landscape quickly 
with lower investments.

 
Use cases
EAM is applicable for most industries 
where maintaining assets is no longer 
an ‘anything goes’ process, and who 
need to track all their assets and 
access information about them easily. 
A case in point is the Samra water 
treatment plant in Jordan. Owned by 
the Suez Group, Samra is Jordan’s 
largest sewage treatment facility, and 
it also provides reclaimed water to the 
capital city of Amman. 

Anas Al-Momani, Asset Division 
Manager, Samra, says the company 
uses Infor EAM tools for managing 
its assets, which include pipelines, 
plant machinery, operational units and 
intangible assets such as software 
licences.

“In addition to monitoring assets and 
predictive maintenance, it also allows us 
to produce asset lifecycle reports and 
analyse the cost of maintenance. With 
these tools, we are now able to carry out 
upgrade feasibility studies and project 
our renewal planning,” he says.

In a similar use case, Infor’s EAM 
platform is used by Oman’s Public 
Authority for Water (DIAM), which 
supplies potable water to the entire 
country except for Salalah, to monitor 
its 13,000 kilometre-long water 
distribution network.  Maintenance 
Performance Manager Said Majid Al-
Busaidi points out that the Authority 
has nearly 2,000 sites and different 
types of assets including pumping 
stations, tanker filling stations, 
reservoirs and wells, distributed across 
the country. 

“With EAM tools, we were able to 
combine information about all our 
assets in one single system and do 
preventive and predictive maintenance,” 
he explains. “Earlier, each department 
maintained information on paper and 
excel sheets, which made it impossible 
to gather historical data about assets. 
Now, we have integrated EAM with GIS 
and our ERP system to ensure high 
performance of critical assets. We are 
also planning to integrate it with our 
SCADA system to achieve real-time 
visibility into our assets.” 

Though asset-intensive industrial 
companies with multi-locations typically 
use EAM, the American University 
of Beirut (AUB) has deployed Infor 
to increase the efficiency of assets 
and reduce costs. The 150-year old 
University, which provides both higher 

Anas Al-Momani, Asset Division 
Manager, Samra

Said Majid Al-Busaidi, Public Water 
Authority of Oman

Rabih Haider, senior business systems 
analyst at AUB

education and healthcare, has around 
18,000 infrastructure assets and 5,500 
types of medical equipment, in addition 
to research labs.

“We have assets of different nature, 
and we are using EAM tools for 
maintenance and asset tracking. For 
us, if an asset is critical, it needs to be 
visible and maintained regardless of its 
price. With the help of EAM, we have 
been able to capture information about 
every asset, standardise the processes 
and unify our repository,” says Rabih 
Haider, senior business systems analyst 
at AUB.

Most of the EAM users in the region 
are still using on-premise systems, 
but EAM is gradually moving to the 
cloud, which significantly reduces 
implementation time and upfront IT 
expenditure. Infor’s Wood believes EAM 
will also follow the same path as ERP 
and gradually move to cloud computing.

“Companies across the region are 
recognising the value of having a 
scalable asset management solution 
that can be deployed at speed in 
response to rapidly changing business 
dynamics, and this is why Infor is so 
prevalent in the market,” he says.

Infor’s migration framework 
has supported many existing Infor 
customers and organisations switching 
from on-premises to the cloud with 
minimal disruption, he concludes. 
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THE NEW DATA 
PROTECTION MODEL

PATRICK SMITH, FIELD CTO EMEA, PURE STORAGE, WRITES ABOUT WHY 
FLASH-TO-FLASH-CLOUD IS A COMPLETE BACKUP SOLUTION

O
ver the past decade 
customers have been 
caught in a perfect data 
protection storm. There 
has been a Cambrian 

explosion of data with datasets 
growing from terabytes to petabytes 
and beyond. Simultaneously, the 
widespread adoption of flash has set 
new performance expectations for 
data centers. Add to that the fact that 
data is becoming more important 
and a foundation of many modern 
businesses. These factors have 
combined to drive the adoption of 
aggressive recovery time objectives 
(RTOs)—which previously had been 
limited to the most critical workloads—
to be the new standard for most 
production workloads.

 But as a result, customers aren’t 
meeting their backup and, more 
importantly, recovery SLAs—backup 
success rates today are between 75% 
and 85% and even when successfully 
backed up, 20% of recoveries don’t 
meet the business RTO.

This is because the backup 
architecture that most customers 
deploy includes both disk and tape. In 
this disk-to-disk-to-tape (or D2D2T) 
backup strategy, a copy of the data 
is stored first on a disk-based backup 
appliance and then also saved to tape. 
The disk copy provides better restore 
performance than tape alone can 
deliver. Because disk is more expensive 
than tape, backup appliances leverage 
deduplication to provide a relatively 

do a restore or worry that you have a 
complete set. And, because backup 
appliances used disk to store backups, 
they also improved restore times, 
compared to restoring from tape.

 D2D2T modernised backup a lot 
compared to previous methods, but it 
introduced new challenges in managing 
and dealing with backup appliances—
they don’t scale well. When you fill up an 
appliance you have to buy another one 
and then when that fills up, another one. 
But each appliance you add is a new 
deduplication and management zone, 
which creates inefficiencies.

 And most importantly, while they 
are faster than tape, most backup 
appliances are inefficient at restoring 
data. They are designed to ingest 
backup data as quickly as possible, but 
restore performance is secondary. To 
restore as quickly possible, you should 
be able to serve data as fast as the 
primary storage can consume it. But, as 
the appliance disks fills up, the restore 
speed can get even slower, so it is also 
hard to run an efficient system.

Why flash is replacing disk 
Flash offers orders of magnitude 
performance increases over spinning 
magnetic disk. High performance 
flash backups and restores can be 
used to match the speed of all-flash 
production systems restoring as fast as 
the production systems can consume 
the data. And, flash backups can also 
be used to enable more simultaneous 
server backups providing better 

cost-effective disk-based backup 
solution. Even deduplicated disk is still 
not as cheap as tape, but it is close 
enough that the cost difference is more 
than justified by the management 
improvements. This D2D2T approach 
provided for quicker data restore from 
the backup appliance and leveraged 
tape for long-term retention.

 D2D2T helped solved some of the 
management challenges of tape—you 
no longer have to search for tapes to 

FLASH OFFERS ORDERS 
OF MAGNITUDE 
PERFORMANCE 
INCREASES 
OVER SPINNING 
MAGNETIC DISK. 
HIGH PERFORMANCE 
FLASH BACKUPS AND 
RESTORES CAN BE 
USED TO MATCH THE 
SPEED OF ALL-FLASH 
PRODUCTION SYSTEMS 
RESTORING AS FAST 
AS THE PRODUCTION 
SYSTEMS CAN 
CONSUME THE DATA.  
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utilisation at scale. And by coupling 
flash with data reduction, we can get 
great economics AND great restore 
performance. The future is flash-to-
flash-to-cloud.

But there’s another part of the backup 
problem. Even if you use flash storage to 
deliver Rapid Restore capabilities, you still 
need to store large amounts of data offsite 
for long-term retention and compliance. 
And while several continue to use tape for 
this, not only is it complex and slow, but 
the real failure of tape is that your data is 
locked offline somewhere—providing no 
value for your company.

 The answer is to finally replace 
tape with low-cost cloud object 
storage, like Amazon S3. This is the 
new Flash-to-Flash-to-Cloud (F2F2C) 
backup paradigm.

 F2F2C is designed for the scale and 
use cases of a modern backup strategy—
providing more flexible backup and 
recovery options, faster restores to 
meet aggressive RTOs, and simpler and 
more efficient operations while taking 

business value by being leveraged for 
other use cases, such as test-dev and 
analytics.

 
Warm up your cold data
The truth is that the backup market is at 
an inflection point where flash and cloud 
are playing a transformative role. 

If you can get your backup data to the 
cloud, then you can start to think about 
how you re-use your data for migration, 
dev/test, analytics, etc. Data backup is 
no longer simply about storing data and 
minimising the cost of having a good 
copy. It’s about flexible protection, fast 
restores, and above all making your 
valuable data available for other uses—
such as test/dev and analytics—that 
drive business value.

 In this world of constant data flow, 
disk-to-disk-to-tape just doesn’t cut 
it. Today, flash-to-flash-to-cloud is 
designed for the scale and use cases of 
modern cloud data protection—a critical 
success factor for businesses in the 
Middle East. 

advantage of cloud economics. This 
architecture leverages on-premises flash 
for efficient and portable snapshots and 
rapid recovery while also employing 
cost-effective, highly durable, off-site, 
and self-protected public cloud for long-
term retention. Crucially, once recovery 
data is in the cloud, it can drive additional 
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  VIEWPOINT

I
t’s accepted fact at your company 
that your customers prefer to deal 
with the organisation in person, and 
that human interaction is critical 
to the business. But what if the 

opposite is true? What if customers 
prefer digital interactions and the first 
priority should be a customer experience 
that meets customer needs? A new take 
on an old mindset presents a world of 
potential business opportunities in the 
context of the digital world.

Continuously changing digital markets 
will require continuously adapting 
leadership. Like any human, CIOs 
struggle giving up leadership mindsets 
that served them well in the past. But 
CIOs cannot deliver needed digital 
capabilities without adapting their 
thinking to new market realities.”

To move the company toward a new 
mindset, CIOs must understand and 
evangelise digital dexterity. A recent 
Gartner study found that employees are 
2.6 times more likely to have high digital 
dexterity if their leader sets the tone 
and role-models the behaviour, yet only 
17% of organisations have leaders who 
do so consistently.

Gartner provides five steps that CIOs 
can follow to cultivate the digital dexterity 
needed to become effective digital 
business leaders.

STEP 3: CHANGE YOUR BRAIN 
MONOLOGUE
Once new the mindsets have been 
identified, it’s time to internalize them. 
Throughout this process, you’ll often 
hear two voices in your head, the old and 
new mindsets in conflict. For example, 
one may say “Let’s move forward despite 
uncertainty, and then continue or pivot 
based on what we learn.” The other will 
say “Let’s study it and wait until we are 
certain we can do this.” It’s critical to 
change that brain monologue.

Try scheduling 15 minutes on your 
calendar to assess where you used the new 
mindset versus the old one. Take the time 
to really think and acknowledge choices to 
avoid reverting back, and ask trusted co-
workers to help keep you on track.
STEP 4: REINFORCE THE NEW 
MINDSET VIA ROUTINES
To ensure your new mindset sticks, 
create small, achievable routines or 
culture hacks to reinforce them. For 
example, to further ingrain “quest for 
breakthrough business outcome,” set 
aside 30 minutes each Friday to review 
the week. Ask yourself if you were 
thinking safe next steps or bold leaps. 
Once a month, visit a new startup or 
different industry using different business 
models and consider how you could use 
them in your own organisation.
STEP 5: AMPLIFY BEHAVIOURS WITH 
EXPERIENTIAL LEARNING
A development program should 
include 70% experiential learning, 20% 
mentoring or coaching, and 10% formal 
education. The best way to ingrain a 
new mindset is by dedicating time and 
resources to action. Experiential learning 
can be used to strengthen a specific trait. 
For example, for cultivating creativity 
and innovation, consider hosting hacking 
events or touring companies that are 
known for those traits. 

The five steps form two mutually 
reinforcing loops:

1.  Reframing mindset enables CIOs 
to increase awareness of how their 
existing mindset must evolve, given a 
new leadership context, and lays the 
groundwork for sustainable change.

2. Remastering behaviours reinforces 
the new thinking via routines, culture 
hacks and new practices that sustain 
digital dexterity leadership well-suited to 
new market realities.

Remember this is not a one-time, 
check-the-box process — it will be 
iterative and continuous.
STEP 1: REFRAME YOUR PERSPECTIVE 
BY CHALLENGING CORE BELIEFS
Many leaders have deeply ingrained core 
beliefs about their organisations. But 
these core beliefs can create blind spots. 
Challenge those beliefs to make sure they 
still stand in the current business climate. 
CIOs who don’t do this run the risk of 
maintaining the status quo to the detriment 
of progress. Conduct a “Challenge What 
You Know” workshop and flip each core 
belief to the opposite. For example, “Our 
customers want to own the product and 
will buy and upgrade via a transactional 
model” becomes “Our customers want 
the product’s benefits and will embrace a 
subscription (as a service) model.”

Identify how and when the new 
belief could work, check this against 
competitors’ actions and use this exercise 
to figure out which core beliefs can be 
modified or dropped.
STEP 2: DEFINE YOUR NEW DIGITAL-
ERA LEADER MINDSET
Digital leaders have to have the right 
mindset for today’s context. Successful 
digital leaders have six traits:
• Thrive despite uncertainty
• Quest for breakthrough business 

outcomes
• Exploit new digital-era competitive 

levers
• Start, experiment, learn and iterate
• Cultivate creativity and a culture of 

innovation
• Attract top-notch digital dexterity talent

Rate yourself on a scale of 1-5, with 1 
as the skill is irrelevant and 5 as it’s a 
core mindset and focus on the skills you 
ranked as 2 or 4.

5 STEPS TO 
BECOME AN 
EFFECTIVE 
DIGITAL 
LEADER
GRAHAM WALLER, 
DISTINGUISHED VP ANALYST, 
GARTNER, ON HOW TO 
CONTINUOUSLY ADAPT 
LEADERSHIP MINDSETS TO 
SUCCESSFULLY DELIVER 
DIGITAL CAPABILITIES.
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VIEWPOINT      

DON’T DEMONISE DATA

T
he data revolution was 
never going to be without 
its challenges. The 
justifiable concerns around 
the exploitation of personal 

data are not going away any time soon, 
and with the activation of national 
and region-wide legislation around 
the gathering and use of data, it’s an 
ongoing and large topic. 

It’s important to remember that 
cutting-edge data analysis has been, 
and will be, at the heart of positive 
transformation in both the public and 
private sectors for a long time. 

For clarity, we should draw a 
distinction between personally-
identifiable data and personal 
data that may not be personally-
identifiable. A name, driving licence 
number, date of birth or telephone 
number can be personally-identifiable 
data, while device IDs and IP 
addresses are not considered as 
personally-identifiable. 

And why is non-personally-
identifiable data important? Billions of 
uniquely-identifiable devices are being 
connected to the Internet, and the 
resulting Internet of Things is giving 
rise to Big Data like never before. If 
you imagine a city-wide IoT network, 
it connects a city’s infrastructure, 
improving operational effectiveness by 
allowing municipal agencies to monitor, 
control and optimise each solution, in 
real time, to meet citizens’ needs. 

But what about when personal and 
sensitive data is in question?  Data-
led initiatives are most commonly 
demonised in cases where the 
compromised information is of a 
delicate or significant nature. The 
Healthcare industry is often in the 
limelight here, even as their priority 
seems to be rightly on using the power 

BY SHADI BAKHOUR, B2B BUSINESS UNIT DIRECTOR, CANON MIDDLE EAST

of a connected world to transform the 
experience of patients, caregivers, and 
even administration.

In the healthcare context, and 
with the correctly-applied use of 
data analytics, users benefit from 
improvements to services including 
general practitioners’ prescriptions, 
hospital admissions and discharges, 
diagnosis tests and diagnostic 
examination prescriptions. The 
information gathered can also be 
linked to other data flows to build 
comparable epidemiological and 
economic indicators. This means that 
personal data is being used to help the 
people that it belongs to, and also to 
help future generations by identifying 
the rising prevalence of certain 
diseases, where they’re most likely 
to arise, and how much they’ll end up 
costing the system. 

The growing trend towards 
centralisation of medical data may 
cause concern, but as long as privacy 
and security can be maintained, it 
is certain to play a big part in the 
development of new treatments, 
add to our growing understanding of 

how our bodies work and how we can 
make sure they carry on working as 
long as possible.

The fact is that data is more than just 
a currency that consumers consent to 
exchange for personalised services. 
Data can be used for just as many 
“good” purposes as “bad” ones, and 
in many cases, can be used to entirely 
change people’s lives and way of living. 
Without a doubt, information gleaned 
from digital sources must be used in 
accordance with the law. Rather than 
demonising the use of data itself, we 
ought to appreciate the value it can add 
to our lives and work towards better 
regulatory practices to ensure it is not 
used maliciously. 

Certainly, much remains to be done 
regarding personal data protection. 
The accountability procedures by 
organisations handling so much 
information can be improved. Various 
initiatives, such as Bloomberg’s Data 
for Good exchange, Mastercard’s Big 
Data for Good Initiative, and SAS’s 
Data4Good project are part of a 
growing group of movements designed 
to highlight the beneficial role big data 
can play in society.  

We shouldn’t think of big data as 
synonymous with illegality, because 
it isn’t. To change that perception, 
we ought to stop with the “should 
we/shouldn’t we” types of debate 
and instead ask more constructive 
questions, such as how to develop the 
technology to meet the demands of 
privacy challenges. In order to realise 
the potential of big data, we must 
first demonstrate that it can be used 
honestly and for the benefit of society. 

Data has the transformative power 
to change lives for the better, and not 
harnessing this power would be doing it 
an unfortunate disservice. 
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Y
ou are currently building 
a blockchain-based cloud 
computing infrastructure. 
How does it work?
It will take advantage 

of next-gen hardware. CPUs are very 
important for the blockchain space, 
but other things could be in done in 
hardware to accelerate the running of 
blockchain-based applications. 

We are talking about a world 
in which compute, storage and 
bandwidth are ubiquitous. 

With blockchain systems, you will 
be able to enter into legally binding 
agreements with a protocol called 
OpenLaw and tokenise different kinds 
of resources or services such as 
storage or bandwidth. 

We are going to be able to move 
computation and data back and forth 
across different machines and pick the 
right computing and storage device 
for different pieces of an application 
process, which will result in massive cost 
savings for users. 

It is similar to the transition from 
circuit-switched phone systems from 
a long time ago to packet-switched 
networks, where you are chopping 
up the data into little packets and 
moving them around. Blockchain and 
tokenisation will enable that sort of 
granularity of IT infrastructure.

Is blockchain a technology looking 
for a problem?
It might be true in some cases, but there 
are many problems in the world we are 
solving with blockchain solutions. We 
have a big commodity trade finance 
network in production now with a group 
of major banks and energy companies 
called Komgo. We have a sister project 

Will that help users to test the water 
without upfront investments?
We are doing blockchain as a service in 
this region with Smart Dubai in the UAE 
and STC in Saudi Arabia, which I think, 
is going to jumpstart activity here and 
enable single-click deployments. We have 
a team that joined us from the blockchain 
commercialisation practice at IBM, 
and they built Kaleido, which is by far 
the most sophisticated blockchain as a 
service platform. It’s got 2,000 consortia 
on it right now.  For example, if I wanted 
to create a consortium for every one of us 
in this room, I could get on Kaleido, type 
in the e-mail addresses and provision 
an instance for all of us. I could fire up 
a node of an Ethereum blockchain, and 
choose different geos to locate things. 
It could be on AWS or Azure, but if I felt 
suspicious of any of these people, I could 
invoke collusion resistance mechanisms, 
that would check the system, checkpoint 
it and put it on public Ethereum at regular 
intervals. 

dubbed Vakt, which is an energy trading 
platform, run by the same stakeholders. 
It went live in December last year, and it 
is all about the documentation around 
financing those trades. 

This network was built with 
confidentiality so that no one knows 
who is doing what transaction on 
the system or the details of those 
transactions. It would have been 
virtually impossible to put together 
something like this previously because 
of concerns around intellectual property 
and confidentiality; you would need one 
central entity that controls all that data, 
machines and software in the systems. 

We have built encryption into the 
system so even while everyone is on 
the network, and no one would be able 
to cheat the system. The business 
logic is guaranteed to execute. That is 
the nature of blockchain.

Can you tell us a bit more about the 
micro-grid project you have done in 
Brooklyn?
The micro-grid project was more of a 
proof-of-concept, which then evolved 
into GridPlus. It gives token holders 
nearly direct access to wholesale energy.  
We set up  GridPlus in Texas and are now 
rolling it out into different regions. We 
have already gone live in Texas, where 
the energy sector is de-regulated with 
tiers of providers. 

Thus, we have built smart wallets 
for homes, which can detect energy 
spikes and switch to battery when 
that happens. We can give consumers 
50 percent off per kilowatt-hour cost 
without utility buffering.

Major vendors such as IBM and Oracle 
have launched blockchain as a service. 

BLOCKCHAIN BLOSSOMS
JOE LUBIN, THE FOUNDER OF CONSENSYS, ON THE TRANSFORMATIVE POTENTIAL 

OF BLOCKCHAIN AND THE DECENTRALISED FUTURE OF CLOUD COMPUTING.
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I
s data really the new oil?
I’d say it is if you believe that data 
science and analytics represent 
the fourth industrial age. Oddly 
enough, when I was here last Fall, 

I met with the minister of interior and 
his team, and we talked about data 
science and analytics - what is right 
and wrong about it. In the end, he said 
to me, ‘data is the new oil’. I take it 
from a reputable source that is, in fact, 
true and I do believe it. Ultimately, 
without data, this world is going to be 
very challenging.

Dark science is still like a mysterious 
science for IT leaders because most 
of them have graduated before this 
whole data science revolution. Isn’t 
this basically a research skill that 
CIOs don’t have?
The emergence of the citizen data 
scientist has changed the optics on 
data science in general. There was a 
time, even five years ago, you couldn’t 
talk about algorithms to anyone but 
PhDs, statisticians immersed in IT. 
Today, we see routinely analysts 
building sophisticated data models to do 
important things within their companies. 
The stigma around data science has 
dissipated, and it is no longer about guys 
in dark rooms with thick glasses doing 
PhDs. It has come out of shadows, and 
we have built an intuitive platform that 
makes it easy to do to work – even guys 
like me can build things like regression 
models and deploy it without any effort. 
I think the market has changed and will 
continue to change until we see data 

ask me this question: ‘how do I know if I 
am a data scientist’? My answer was, if 
you are downloading apps, you are a data 
scientist in some regard. Those people 
who are creating data are the ones asking 
all the questions, and if you make it as 
easy as this smartphone experience, 
they will engage. The harder part of the 
problem is something out of our control – 
that is corporate cultures. This is a make 
it or break moment for CDOs around 
the world. If they can’t change company 
culture – a collaboration between the 
haves and have nots – they are probably 
not going to last for long.

Is there any reason why you use R 
instead of popular Python as the 
programing language?
We have pre-configured 40 odd popular 
algorithms and incorporated them as 
tools in our platform. So, when you 
drag down a linear regression model or 
K-mean model, you shouldn’t have to 
go and write it again because it already 
exists. We also support Python, and over 
the last five years, the growth of Python 
has outstripped R. But, it turns out most 
scientists use both for different use cases 
and what we have delivered is a platform 
that allows other people to innovate by 
adding their own tools and algorithms. 

How about other languages such as 
Julia and Knime?
The mistake we won’t make is allowing 
all of those languages to reside in 
Alteryx until they are proven. Scala is 
probably the next one we will embrace, 
especially when it comes to large 
data sets through Spark. Even that is 
too early, and you have to remember 
data science isn’t necessarily to the 
advantage of the first mover.

Any plans to support natural 
language processing?
It is one of those emerging technologies, 
which is interesting and cool, but it still 
hasn’t been proven yet. I’d love to be 
able to have NLP and NLG translating 
complex things into simple words. But, 
not everyone is as adept as the next 
person in understanding what to do with 
a model score. 

scientists working on only edge cases 
and everyone else is going to work on 
data that keeps organisations profitable.

Does it mean any corporate executive 
without coding experience can build 
data models?
Nike used to have an old saying – if you 
have a body, you are an athlete. I’d say, 
if you have a brain, you are a citizen data 
scientist. It is incumbent upon software 
vendors to leverage user interface and 
user experience to eliminate or minimise 
the friction between the human and 
computer. And if you do that, you will 
have amplified human intelligence.

How do you plan to democratise  
data science?
Most of it is about tooling like ours, which 
makes it easy for people to engage. When 
smartphones came out, many people 

THE RISE OF 
DATA SCIENCE
DEAN STOECKER, CEO OF ALTERYX, WHICH RECENTLY 
SET SHOP IN DUBAI, TALKS ABOUT HIS COMPANY’S 
PLANS TO DEMOCRATISE DATA SCIENCE AND SOLVE 
HARD BUSINESS PROBLEMS.

INTERVIEW      
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   VIEWPOINT

WILL 
WEARABLES 
BECOME THE 
NORM IN THE 
WORKPLACE?
BY SHANKAR IYER, SENIOR VICE 
PRESIDENT AND GENERAL MANAGER OF 
VMWARE END-USER COMPUTING

C
ould virtual reality 
headsets enhance IT 
support services for 
remote employees? 
What if workers could 

navigate the office with augmented 
reality maps? How might IT 
deliver more personalised mobile 
experiences with smartwatch data or 
in-ear virtual assistants?
This could be the future of work with 
wearable technology: smartwatches, 
smart glasses, headsets, smart 
headphones and other internet-
enabled devices worn on the 
body. As adoption grows and the 
technology matures, IT leaders 
consider ways wearables will 
transform the employee experience.

Work Improves
One of the biggest benefits of 
wearables is the productivity 
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that’s gained. Users initially adopted 
wearables for health, fitness and 
entertainment, but both employees 
and employers start to see the value of 
wearables for work, such as:
• Constant Connectivity: Many workers 

use personal smartwatches to 
receive hands-free email and meeting 
notifications. This makes it easy for 
workers to stay on top of updates and 
prioritise tasks while they’re away 
from the desk.

• Accelerated Access: Smartwatches 
and other wearables can provide 
workers with password-free, instant 
access to work resources. The always-
on nature of wearables (e.g. always 
online and always on the body) likens 
the devices to a personal key that 
could unlock anything, from printers 
to laptops. Imagine it’s 8 o’clock in the 
morning, and you reach your office 
and you can’t get through the doors 
because you forgot your security pass 
at home. Now, imagine if the same 
thing were done with your smartwatch, 
essentially authenticating you to an 
electronic badge reader, and you 
breeze right through.

• Quick Training: Augmented reality 
(AR) displays overlay steps, diagrams 
and other digital instructions onto 
real-world objects so employees can 
efficiently learn complex tasks. It’s 
not hard to imagine office workers 
using an AR headset to operate 
new equipment or to share 3D 
presentations with co-workers.

These are just a few basic examples 
of wearables for knowledge workers. 
Leading companies already reimagine 
workflows with wearables in much 
bigger ways to gain a competitive edge.

An Ecosystem Evolves
The introduction and advancement of 
surrounding technologies makes the 
future of wearables at work even more 
promising. Wearable devices are only 
as valuable as the data transmitted 
to and from these devices. Emerging 
technologies will increase the quantity, 
quality and value of this data. For 
example, edge computing could enable 
the data collected on wearables to be 

processed at the device. 
5G networks could quickly transfer 

massive amounts of this data back 
to the cloud, where machine learning 
applications could return intelligent 
insights or automatically take data-
driven actions. These innovations will 
dramatically improve the performance 
and usefulness of wearable devices and 
applications in the workplace.

Adoption Grows
During the last decade, tech 
enthusiasts expected wearables to 
be the next big thing at work. Initially, 
smart glasses never caught on with 
workers or consumers. Progressive 
manufacturers and healthcare 
organisations experimented with 
wearables for engineers and patients, 
but the devices remained largely 
absent in the typical enterprise.

Slowly demand grew. In 2019, 
researchers at Gartner “forecast that 
worldwide shipments of wearable 
devices will reach 225 million in 2019, 
an increase of 25.8 percent from 2018.” 
According to the same Gartner source, 
in three years, Gartner predicts total 
shipments will more than double, 
growing from 140.82 million units to 
453.19 million units.

According to Gartner, approximately 
a third of total estimated purchases 
in 2019 (225.12 million units) will be 
smartwatches (74.09 million units). 
Gartner also predicts that by 2022, ear-
worn devices will account for more than 

30 percent of all shipped wearables, 
as their capabilities expand beyond 
communication and entertainment.

Mobility Transforms
Manufacturers, retailers and healthcare 
providers were ahead of the curve when 
it comes to piloting and implementing 
wearable technology at work. Now, 
companies and institutions in the 
education sector are starting to explore 
how they can incorporate wearables 
into student and employee experiences.

For example, Robert Irving, 
Director of IT, University of Sharjah, 
is excited about how the university 
can integrate wearable technology 
into its administration systems. That 
would open up possibilities such as 
prompting students about upcoming 
assignment deadlines or telling them 
where their next lecture is located. 
He also highlights the health and 
fitness data collection capability of the 
devices, and how this could be used to 
help students better understand when 
the optimum time is for each individual 
to study. 

The workplace of the future is part 
human and part machine. Smart 
things (smart printers and smart 
TVs), autonomous things (robots and 
autonomous vehicles), proximity-based 
sensors, virtual assistants and other 
technologies will work in concert to 
augment and enhance the employee 
experience. As IT plugs workers’ 
wearables into these connected 
workspaces, new applications and 
refined workflows will emerge.

Of course, all this information—
enterprise data on smartwatches, 
confidential communications on 
hearables, intellectual property on the 
display of smart glasses—must be 
managed and secured. Now in its mature 
stages, digital workspace technology 
enables enterprise IT to secure access to 
work resources across these new form 
factors and varied operating systems. 
Any device that employees use to access 
company apps and data must be secured 
to prevent data leaks or hacks. Wearable 
technology should be managed and 
secured, alongside mobile phones and 
desktops. 
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M
odernising an 
enterprise resource 
planning (ERP) 
system can feel like 
an overwhelming and 

all-consuming process. But it does not 
need to be. With a little bit of planning 
(and the right checklist), you can 
break the process down into a series of 
manageable (let’s say “five”) steps to 
help you successfully choose the right 
ERP software solution for today, and 
tomorrow.

Assemble the selection team
The first step in any successful ERP 
modernisation is to assemble the 
troops�the right troops. Your selection 
team should have representation from 
the executive team, impacted line-
of-business (LOB) leaders, process 
experts, end-users, etc. The chosen 
ERP solution will have to tick a lot of 
different boxes for a lot of different 
people. Therefore, the best way to make 
sure that everyone’s needs are met is to 
get all of the right people involved in the 
decision-making process from the start.

Understand the scope of your IT and 
business needs
After the selection team comes 
together, the first assignment should 
be to define the project’s scope. This 
requires input (and lots of it) from 
the entire team. Focus on building 
a comprehensive list of system 
requirements and potential areas 
to streamline/eliminate/automate 
business processes. This is not the 
step to rush through.  Take your time, 
and develop your questions carefully.

Build the business case
With your selection team built and 

less than an on-premises ERP solution 
for small-to-medium business (SMBs) 
over a four-year lifespan. This does 
not mean that your ERP selection and 
implementation process will net these 
same cost savings, but it does show 
that numbers are big enough to catch 
anyone’s attention.

Return on investment (ROI)
ROI is another method commonly used 
to evaluate and prioritise technology 
investments. It is typically used to 
compare investments that uncover 
new top-line revenue and growth 
opportunities. The ROI and long-term 
benefits of a modern ERP solution can 
also be extensive. Before the executive 
team approves a large expenditure, 
they want to know that the money 
will enable improvements/initiatives/
innovation that is worth more than the 
investment. Otherwise, they would be 
better off putting the money elsewhere 
or not spending it at all.

Pick the right partner
Once you’ve secured your funding and 
executive buy-in, the real decision-
making begins. You will need to narrow 
the choices of those vendors that 
can meet the requirements. Create 
a shortlist of potential offerings that 
meet most of your general, agreed-
upon conditions. Then, with those 
options outlined, you can start digging 
a little deeper to discover what it is that 
truly sets each vendor/solution apart 
from one another. 

your IT and business needs outlined, 
you are ready to start building your 
business case. A compelling and 
convincing business case is critical. 
A good business case describes the 
reasons for acquiring a new, modern 
ERP solution along with substantial, 
quantifiable issues that need solving. 
Focus on the benefits the new solution 
will provide for the entire company, 
not just the finance department. 
Transformative, modern solutions 
should benefit every employee (either 
directly or indirectly), and the case you 
make for the migration needs to reflect 
that as much as possible. So take your 
IT and business needs that you have 
identified and tie them to business 
issues that the executive team wants 
to address.

Prove the investment’s worth 
(TCO vs. ROI)
There is one more step to winning the 
support and buy-in of senior executives, 
and it is a huge step. You will have to 
demonstrate that you have considered 
exactly how modernising your ERP 
system will positively affect the 
company’s bottom line. Two metrics will 
need to be taken into account.

Total cost of ownership (TCO)
TCO provides a realistic and holistic 
measure of the long-term costs 
required to acquire and operate 
technology solutions. This metric 
is usually the top consideration 
when evaluating potential business 
application options, especially when 
those options have the same goals 
and the same processes to achieve 
those goals. Research has found that 
a cumulative TCO of a cloud ERP 
solution was (on average) 45 percent 

5 STEPS TO A 
MODERN ERP CLOUD
CHRISTIANE SOTO, MARKETING MANAGER -SMB AT 
ORACLE ON HOW TO BRING JOY BACK TO YOUR ERP SYSTEM
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VIEWPOINT      

ELEVATING THE APIs

I 
was talking to a customer the 
other day – a global organisation 
with dozens of geographic 
operational centres and a 
sophisticated, mature security 

operations discipline – and he said 
something that captured what I’ve 
been wanting to express for a while.

“I must see five to six security 
technology vendors a week,” he said. 
“I tell them all the same thing: It’s not 
about your technology – it’s about how 
your technology integrates with what I 
already have.”

But Can My Customer Use It?
This is something that’s bothered me 
for years and I’m happy to start hearing 
it from buyers. Trade shows are full 
of interesting new security startups 
with attractive new tools. But can my 
customers actually use them?

USER INTERFACE MAY BE THE ICING ON THE CAKE, BUT WITHOUT THE RIGHT 
APPLICATION PROGRAMMING INTERFACE, WE’RE LEFT HUNGRY FOR MORE, WRITES 

MAHMOUD MOUNIR, REGIONAL DIRECTOR SECUREWORKS META

When I go to security industry 
tradeshows, I make a point of seeking 
out the newest stuff. But what 
happens when I walk up to a new 
product vendor? Invariably, the first 
thing I’m shown is the user interface. 
The UI is clean-looking with colourful 
pie charts and curvy trend lines, each 
of which, it’s claimed, allows security 
operators to immediately pinpoint 
exactly what’s going on and what to 
do about it in a way that’s never been 
done before and that no competitor 
could ever hope to equal.

And maybe the product is as 
awesome as the vendor says — it 
probably does some really cool and 
useful stuff. I also get that your new 
hotness is difficult to show in any way 
other than via the UI, especially on a 
trade show floor.

And I get that UI candy pulls people 
into the booth
I just don’t want you to stop there. 
I want to see how an existing 
security team that has a dozen or 
more solutions is already going to 
operationalise this new tool. As a 
global provider of security solutions, 
Secureworks encounters dozens of 
security tools across thousands of 
clients. There are millions of ways 
that these solutions combine to form 
a coherent security program and it’s 
different at every single customer.

Four Asks for New Security 
Technologies
So I have a question for tech vendors: 
You’re making some really cool stuff – 
how can my customers integrate your 

technologies to their infrastructure 
without changing how they operate?
Show me how your core functionality 
has been surrounded by APIs. What 
percentage of core functionality is 
accessible via API? If it’s less than 
100%, why is that?

Show me how you used APIs to 
allow your UI to access your core 
engine. This gives me confidence that 
everything I see on the screen can be 
done programmatically.

Show me the third-party integrations 
you’ve already built yourself and tell 
me where to get them. Maybe my 
customers already use some of these 
solutions. In fact, it would be great if 
you could show me how your solution 
operates within the operational context 
of a tool I already use.

Talk to me about your support 
program for API integration, just in 
case I want to integrate it myself.

A caveat here: A lot of security 
technology providers DO have robust 
programming interfaces today, so this 
is not meant to suggest that every new 
security technology has this challenge. 
I just don’t see enough emphasis 
on APIs and integration when I look 
around. Maybe it’s the venue, as trade 
shows tend not to bring out the best in 
any of us.

Still, the issue remains. Given the 
huge number of security solutions on 
the market and the endless revolving 
door of security startups and exits, 
the need to integrate isn’t going away 
any time soon. And, today, another 
attractive UI may be a nice-to-have but 
it isn’t what’s going to make the world 
a safer place. 
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REINVENTING 
SUPPLY CHAIN
GAUTAM KUMAR, COO & CO-FOUNDER, FAREYE, ON 
HOW HIS COMPANY IS RESTRUCTURING SUPPLY CHAIN 
FOR THE DIGITAL AGE.

   INTERVIEW

H
ow is FarEye enabling 
digital logistics?
We offer our products 
based on a SaaS platform 
in a multi-tenant cloud 

environment to create a predictive 
logistics environment. We have the 
complete solution to digitise the whole 
process of logistics with predictive 
intelligence, and it is targeted at 
companies that are looking to extend 
supply chain efficiencies beyond the 
four walls. So, we are not talking about 
an auto-management system or a 
warehouse management system, but 
about real-time visibility of logistics 
function.

We have mainly three products in 
our portfolio. The first one is delivery, 
which caters to the first mile and last 
mile. Another one is around fulfillment 
– it is more like a hyperlocal or courier 
aggregator in nature, which is used 
by many retailers. The third one is 
transportation, which is specially 
used by freight forwarders and 
manufacturing companies. 

In terms of the customer base, 
our delivery solution is used by DHL 
eCommerce globally, and we have Blue 
Dart in India. The last mile product is 
used by Namshi in the UAE and we have 
many customers in Saudi Arabia as well. 
For the fulfillment solution, we have 
regional customers such as Apparel 
Group and Chalhoub Group. We are yet 
to launch our transportation platform in 
the GCC; we have launched this in South 
East Asia and India because primarily 
we are targeting manufacturing hubs.

randomly written format of address. 
So, the second time, if the same 
customer is going to place an order, 
rather than talking about their written 
address, we are going to suggest the 
geo-tag location. Our ML- based engine 
will recommend the proper location, 
so if you want to check that with the 
customer or push notifications to them, 
you will get confirmation from the 
customer, and you can run complete 
auto-routing algorithm without any 
human intervention.

The moment we see a pattern is 
working out in the correct sequence 
and manner, we are going to get the 
operational optimization out of that and 
then we are going to run the complete 
engine based on ML. Machine learning 
is a subset of AI - once you are going to 
learn something from the digital data 
and take action based on it, we are 
talking about AI. We have already made 
good penetration into ML, and with the 
level of data we are going to generate, 
we will be able to provide auto-routing 
and tracking alerts, which is in the 
domain of AI.

Do you have any solutions that will 
help carriers optimize truckload 
space?
Optimisation is only a basic part of that. 
Starting with capacity optimisation, 
the moment you map the volumetric 
weight of the truck, we will also suggest 
about trans-shipment. If your truck 
is not full or only half-loaded, we will 
suggest the volume you can pick up 
from an intermediate location. So 
rather than just space optimisation, 
we are creating tremendous value in 
the industry because we are talking 
about a revenue generation model 
with profitability calculators. Amazons 
and Ubers of the world have changed 
customer expectations today, and it 
is not limited to just B2C space. It is 
also happening in the B2B domain 
where everyone wants updates with a 
single click. We have created a similar 
environment with mobile applications 
and executive dashboards for supply 
chain professionals to predict all 
outcomes accurately. 

Do you have AI and ML capabilities 
fitted into your solution?
Yes, but we are not going to change 
any of the SOPs of customers; we are 
just mapping their operations with our 
platform. Being a configurable platform, 
FarEye has an amazing exposure to 
collect data points. Because we are 
going to collect data and give actionable 
steps, machine learning plays a key role 
in our solutions. 

I will give you a use case in 
transportation, especially related to 
the GCC region. You know the address 
accuracy is a challenge for delivery 
people in the region.  What we have 
done is, during the first attempt at 
delivery, we are going to capture the 
location, and we are going to map 
that with the mobile number and the 
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TRANSFORMING 
CUSTOMER EXPERIENCE

I
s this region warming up to  
the cloud?
I have been with Salesforce for 
six years, and I visit this region 
very often. We see different levels 

of maturity, and there is a realisation 
in the market that complex business 
challenges cannot be solved with legacy 
solutions. We are one of the fastest 
growing companies with $13 billion in 
revenues. In Europe, we have grown by 
31 percent and we are experiencing a 
double-digit growth rate in the Middle 
East too. This is linked to a huge 
demand for tech that is easy to set 
up and consume. We were born in the 
cloud, and we sell only subscription-
based pricing models. For a lot of 
customers, it’s a new thing, and even 
the most complex project for us takes 
only one year. The norm for most 
projects is a couple of months.

You are targeting $30 billion revenue 
over the next couple of years. What 
do you think will drive this growth?
Digital transformation, especially in 
large enterprises, where it is more 
complex and takes time to deploy. 
We are living in the age of the fourth 
industrial revolution, and we are 
delivering a platform that will help 
companies transform themselves 
digitally. They can map their digital 
transformation journey and address the 
most burning business challenges with 
the help of our platform. Of course, you 
can’t do it overnight – you need to have 
a plan, and for most customers, it’d take 
around two to three years to complete 
this transformation journey. 

Is customisation possible on the cloud?
There are no ‘one-size-fits-all’ solutions. 

THIERRY NICAULT, REGIONAL VICE PRESIDENT FOR MIDDLE EAST, AFRICA AND CENTRAL 
EUROPE, SALESFORCE, TALKS ABOUT WHY CRM IN THE CLOUD IS HERE TO STAY.

We have a platform, which is out-of-the-
box with many features that anyone will 
consume. It comes with very low coding, 
and you can personalise it with just point-
and-click. What we have done is to deliver 
different editions of our platform to give 
access to customers the right level of 
features that suit their business needs. 
For example, we have a special SMB 
edition called Salesforce Essentials, which 
lets you start instantly with easy setup 
and is affordable; for large enterprises, we 
offer an unlimited edition with extensive 
customisation options, which make it a 
good fit for complex workflows. 

Many CRM vendors are adding AI and 
ML features. Is Salesforce also doing 
the same?
It is across the board, and I think 
the real differentiator for us is the 
platform. We are ranked the number 
one company in CRM with 20 percent 
market, and these are end-user 
applications such as sales, customer 
service, and marketing. All of these 
apps rely on our platform, which is 

the real secret sauce. When you can 
put AI in front of a sales guy on his 
mobile or laptop, he is more likely to 
close opportunities. It is because we 
have embedded AI into the platform 
natively and across all modules built 
on top of it. AI has become a natural 
feature of our platform, and it also 
includes ML, big data, etc. It includes 
many technologies that our customers 
can’t afford otherwise, and that is the 
real beauty of the cloud model. Not 
only we can innovate by developing 
new features three times a year, but 
also deliver massive additional value 
as part of these updates such as 
Einstein, omnichannel social media 
access and Internet of Things. We 
can do what we do because of the 
platform, and it is so efficient that 
we have set up a marketplace called 
AppExchange, where 5000 apps are 
available for our customers. Some apps 
are free, and some are charged. So, 
if you want to add a digital signature 
or a compensation solution for your 
salesforce you can find it here. You 
can find any solution that you need 
to compliment your Salesforce 
implementation, and this app exchange 
is full of great solutions that have been 
developed by either startups or ISVs.
 
Is conversational CRM going 
mainstream?
Yes, and we have Einstein Voice, which is 
very simple – it allows your sales guy to 
update about an opportunity by talking 
to phone when he has just got out of 
a customer meeting. You can talk to 
Salesforce, and it is voice-activated AI, 
which will drill down into the customer 
data, understand the meaning, and take 
the right action on the CRM system. 

INTERVIEW      
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I
n the fast-paced environment 
in which we live, we rarely give a 
second thought to the complexity 
of what it takes to keep the 
technology we have come to rely 

on up and running. But when disruption 
occurs, our lives can often feel as if they 
have fallen into a tailspin. Even outages 
for minutes to online applications 
like banking transactions, public 
transportation, paying bills, and internet 
connectivity can create the feeling of 
fear and frustration.

In the past, technicians in the field 
were largely working reactively, 
responding to outages and scrambling 
to repair them as quickly as possible. 
According to Gartner, the average 
cost of network downtime is around 

HOW EMERGING 
TECHNOLOGIES CAN 
IMPACT THE FUTURE 
OF TECHNOLOGY 
SUPPORT
BY VIVEK MAHAJAN, GENERAL MANAGER OF 
IBM TECHNOLOGY SUPPORT SERVICES

   VIEWPOINT
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TODAY, A REMOTE 
EXPERT IN ANOTHER 
COUNTRY CAN 
VISUALLY GUIDE A 
FIELD TECHNICIAN 
USING AN AR-
EQUIPPED MOBILE 
DEVICE TO FIX A 
PROBLEM. LIKEWISE, 
A NEW TECHNICIAN 
COULD BE TRAINED 
ON COMPLEX 
PROCEDURES IN A 
VR-BASED, GAME-
LIKE SETTING. 

are the primary building blocks to most 
modern IT environments, but they are 
now being supplemented with things 
like augmented/virtual reality, IoT, and 
Blockchain, to help avoid downtime from 
outages, cyber threats, or human error.

Much of technology support is about 
expertise and knowledge sharing. 
Augmented reality (AR) and virtual 
reality (VR) used to be the stuff of 
science fiction, but no longer. Today, 
a remote expert in another country 
can visually guide a field technician 
using an AR-equipped mobile device 
to fix a problem. Likewise, a new 
technician could be trained on complex 
procedures in a VR-based, game-like 
setting. Even a customer can now 
be guided to a specific AR-enabled 
procedure to fix a problem after 
interacting with a virtual agent.

The development and distribution 
of AR/VR can help scale support 
expertise beyond geographical, time, 
or even organizational boundaries. 

This new model can encourage a wider 
ecosystem of knowledge sharing, lead 
to further improvements, and inspire 
new innovations that will continue to 
raise the stakes.

Most hardware devices, from data 
centers, to vehicles, to smartphones 
are also increasingly embedded 
with sensors that gather data about 
them and their surroundings. As 
consumers, we often see this data 
being mined for targeted advertising 
or other promotions, but technology 
support professionals can leverage the 
same data sets to conduct predictive 
analytics for maintenance or repairs.

Lenovo uses IBM’s technology 
support services backed by cognitive 
computing and blockchain to operate 
more accurate, secure, and transparent 
data centers for clients around the 
world.  Anticipating when a particular 
piece of data centre equipment might 
fail can allow technicians to repair it 
before any disruptions to business 
operations occur.

Technology support is beginning 
to implement the security and 
transparency of blockchain to optimise 
parts and logistics, supply chain, and 
transaction and billing processes. 
Technicians in the field are constantly 
on the go, working on a variety of 
machines that require different tools 
and parts to get them back online. 
Blockchain can help bring a shared, 
distributed, and decentralised ledger to 
the entire support process for trusted 
collaboration among multiple parties.

As I go through my own day, I like to 
take time to think about how the work 
done behind the scenes has helped 
make my day a little bit easier. In a 
similar way, emerging technologies 
like AR/VR, IoT, and Blockchain are 
empowering the experts who do 
that work to get things done faster, 
smarter, and more efficiently. These 
advancements might not be visible to 
us as end-users, but they are already 
making a world of difference. That can 
only mean more good news for the 
technology support industry in the 
months and years to come. 

$5,600 per minute. That is around 
$300,000 per hour. It takes an 
average of 23 minutes for employees 
to refocus after an e-mail server glitch, 
valuable time that can negatively 
impact business results. These are 
costs and down time organisations 
and consumers simply can’t afford.

Today, those same experts are 
utilising proactive and predictive 
support models to anticipate pain 
points and resolve issues before they 
happen. This shift is already having 
a significant impact on response 
times, cost efficiencies, and corporate 
reputations across every major 
industry. The UAE has taken a similarly 
proactive overarching approach to 
business in the country. The ‘UAE 
Strategy for Future’ announced by 
His Highness Sheikh Mohammed bin 
Rashid Al Maktoum, Vice-President and 
Prime Minister of the UAE and Ruler of 
Dubai, has been designed to identify 
opportunities and challenges in all vital 
sectors across the nation. 

The current era of Cloud and AI 
has given organisations invaluable 
opportunities to use a variety of 
emerging technologies to transform 
how they manage, store, and utilize 
data to deliver business outcomes. 
The field of technology support has 
evolved rapidly to catch up with these 
innovations. Cloud and data-driven AI 
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BY MOREY HABER, CHIEF TECHNOLOGY OFFICER & CHIEF 
INFORMATION SECURITY OFFICER, BEYONDTRUST

R
ealising that most large 
organisations today have 
sophisticated security 
defences, bad actors are 
beginning to target third-

party vendors, as a means to gain access 
to an enterprises’ network. In fact, in 
2018, over 11 significant breaches were 
caused by exploitation of third-party 
vendors and according to Carbon 
Black’s 2019 Global Incident Response 
Threat Report, 50% of today’s attacks 
leverage what they call, “island hopping”, 
where attackers are not only after an 
enterprises’ network, but all those along 
the supply chain as well.

IT admins, insiders, and third-party 
vendors need privileged access to 
perform their roles, but this shouldn’t 
mean ceding control of the IT 
environment to them. Organisations 
typically allow vendors to access 
their networks to perform a variety 
of different functions. However, this 
privileged access should be secured 
to the same (or higher) extent as the 
organisation’s internal privileged users. 
Neglecting to do so will create a weak 
spot in your organisation’s security that 
is ripe for exploit. 

Because organisations typically use IT 
products and software solutions from a 
variety of vendors, IT is tasked with the 
enormous burden of having to secure 
remote access for these vendors, so 
that they may provide maintenance and 
troubleshooting for their products. As a 

PROTECTING 
AGAINST ATTACKS 
VIA THIRD-PARTY 
VENDORS

   VIEWPOINT

BECAUSE 
ORGANISATIONS 
TYPICALLY USE IT 
PRODUCTS AND 
SOFTWARE SOLUTIONS 
FROM A VARIETY OF 
VENDORS, IT IS TASKED 
WITH THE ENORMOUS 
BURDEN OF HAVING 
TO SECURE REMOTE 
ACCESS FOR THESE 
VENDORS, SO THAT 
THEY MAY PROVIDE 
MAINTENANCE AND 
TROUBLESHOOTING FOR 
THEIR PRODUCTS. 

consequence, organisations are faced 
with the dilemma of having to provide 
the needed access while also guarding 
against malware and bad actors entering 
through third-party connections. 

Given that third-party vendors are 
an integral part of most organisations’ 
ecosystem—something that isn’t going 
to change anytime soon—there are 
seven steps you can take to exert better 
control over third-party vendor network 
connections and secure remote access.

Monitor and examine vendor activity 
First, it’s imperative to scrutinise 
third-party vendor activity to enforce 
established policies for system access. 
You want to understand whether a 
policy violation was a simple mistake, 
or an indication of malicious intent. You 
should implement session recording 
to gain complete visibility over a given 
session. And finally, you should correlate 
information so that you have a holistic 
view that enables you to spot trends and 
patterns that are out of the ordinary.

Here are some ways to approach 
monitoring:
• Inventory your third-party vendor 

connections to understand where 
these connections come from, what 
they are connected to, and who has 
access to what

• Look for firewall rules that permit 
inbound connections for which you are 
unaware

• Perform vulnerability scans on your 
external-facing hosts to search for 
services that are listening for inbound 
connections
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Authenticate user behavior
Vendor and partner credentials are 
often very weak and susceptible to 
inadvertent disclosure. Therefore, the 
best way to protect credentials is to 
proactively manage and control them. 
You can do this by eliminating shared 
accounts, enforcing onboarding, and 
using background checks to identity-
proof third-party individuals that are 
accessing your systems.

Prevent unauthorised commands  
and mistakes
One step you want to take is to 
broker permissions to various 
target systems using different 
accounts, each with varying levels of 
permission. You should restrict the 
commands that a specific user can 
apply, via blacklists and whitelists, 
to provide a high degree of control 
and flexibility. To this end, use a 
privileged access management 
solution, enable fine-grained 
permission controls, and enforce the 
principle of least privilege (PoLP).

Vendor access is often inadequately 
controlled, making it a favored target 
of cyberattackers. By layering on 
these seven steps, you can exert 
better control over third-party access 
to your environment and make 
significant progress toward reducing 
cyber risk. 

• Validate that your enterprise password 
security policies apply to accounts on 
inbound network connections

• Implement policies and standards 
specific to third-party issues, and use 
technical controls to enforce them

• Monitor for any security deficiencies 
and then address them

Limit network access
Most of your vendors only need access 
to very specific systems, so to better 
protect your organisation, limit access 
using physical or logical network 
segmentation and channel access 
through known pathways. You can 
accomplish this by leveraging a privileged 
access management solution to restrict 
unapproved protocols and direct 
approved sessions to a predefined route.

Apply multiple robust internal 
safeguards
As with other types of threats, a multi-
layered defence is key to protecting 
against threats arising from third-
party access. Apply encryption, multi-

factor authentication (MFA), and a 
comprehensive data security policy, 
amongst other measures.

Educate your internal and external 
stakeholders
On average, it takes about 197 days for 
an organisation to realise that it has been 
breached. A lot of damage can be done in 
197 days. Educate across the enterprise 
and continually reinforce the message 
that the risks are real.

Conduct vendor assessments
Your service-level agreement (SLA) with 
third-party vendors should spell out the 
security standards you expect them to 
comply with, and you should routinely 
review compliance performance 
with your vendors. At a minimum, 
your vendors should implement the 
security basics, such as vulnerability 
management. You should also enforce 
strong controls over the use of 
credentials—always with a clear line-of-
sight into who is using the credential, and 
for what purpose.  
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   VIEWPOINT

BY CHRISTIAN REILLY, VICE PRESIDENT AND CHIEF 
INTELLIGENCE OFFICER, CITRIX

3 WAYS TO FOCUS 
INVESTMENTS FOR 
INNOVATION AND 
TRANSFORMATION

F
or modern CIOs, success is 
not about the technology; it’s 
about using technology to drive 
business innovation and value. 
It’s about providing an always-

on, secure digital workspace — without 
a costly outlay of capital. And it’s about 
efficiently and securely expanding into 
new markets and regions.

In other words, success is defined 
by strategic technology investments 
that enable the business and drive 
innovation. Success is, of course, easier 
said than done.

Today, a large part of success is about 
reining in costs while extending services 
to a wider array of people, devices, and 
things. The modern IT organisation must 
become a partner to the business — not 
a cost center — integral to competitive 
value and strategic investment.

applications, and ensure apps reside in 
optimised environments. But IDC also 
reports that 82 percent of businesses 
believe complex network infrastructure 
hinders their ability to migrate apps 
to the cloud. When you simplify, 
secure, and optimise your networks 
for performance, you give your users 
simple secure access to the applications 
and data they need — from any device, 
anywhere.

3 Implementing digital workspaces
A digital workspace unifies access 

to the all of the apps users rely on — 
Windows, mobile, web and SaaS — with 
performance and security that adapts 
to user context. Engineered to increase 
visibility and simplify management of 
all your apps, data, users and devices, a 
digital workspace helps you realise the 
full benefits of hybrid- and multi-cloud 
strategies.

Innovation as investment priority
Making these investments now can 
help set up your company — and 
the IT organisation — for a winning 
future. With careful planning and 
alignment with business goals, 
these investments can position IT 
as a change agent and prepare the 
business for the future.

A Deloitte survey suggests that “IT 
budgets in high-performing companies 
(HPCs) account for a lower percentage 
of overall revenue, which could mean 
that CIOs in these companies make 
more efficient use of their technology 
dollars.” It goes on to say that “CIOs 
in HPCs are also more likely to have 
annual budget increases and less likely 
to have a budget decrease.”

What winning strategies can you apply 
now? Advance your cloud plan at your 
own pace. Look for services you can host 
and deliver them from wherever you 
choose — including legacy on-premise 
infrastructure — giving you the freedom 
to go all in with cloud, start service by 
service, or take a hybrid approach. 
Regardless of where services reside, 
apps, devices, and data should be easily 
integrated and managed through a single 
console for a unified user experience. 

How are you standing up to the 
challenge? Inventorying and controlling 
fixed assets only underscores potential 
waste. With a complete understanding 
of the physical servers, data, devices, 
and apps in your purview, you‘ve taken 
measures to manage, control, and 
secure them.

It’s now time to focus your critical 
resources on accelerating business 
outcomes instead of managing day-to-
day IT tasks.  And you’ve made moves 
in that direction by adopting a cloud 
strategy that accelerates innovation 
and agility while ensuring flexibility and 
control. So, what now?

Top three ways to focus your IT 
investment 

1 Leveraging advanced analytics
In an IDG survey, close to 80 percent 

of CIOs said they would prioritise 
spend on data analytics in 2018 and 
2019. Though the vast majority of 
business processes are still governed 
by and carried out by people, advanced 
analytics, such as machine learning, 
uses data to automate work that was 
once considered people-dependent. 
This improves the speed, accuracy, and 
efficiency of computing processes so 
workers can focus on higher-value tasks.

2 Simplifying hybrid-cloud 
networking

According to a recent IDC InfoBrief, 
enterprises are embracing multi-
cloud solutions to gain organisational 
agility, accommodate existing and new 
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   VIEWPOINT

BY AHMAD SAYED, REGIONAL HEAD & VP SALES, 
MIDDLE EAST AND AFRICA AT NEXIGN

WHY BLOCKCHAIN IS THE 
FUTURE OF TELECOMS

B
lockchain is now, decidedly, 
not a fad. It has reshaped 
several industries 
worldwide, including here 
in the Arab Gulf region. 

In Dubai alone, initiatives around 
blockchain are proceeding at a heady 
pace. In October 2016, His Highness 
Sheikh Hamdan bin Mohammad bin 
Rashid Al Maktoum, Crown Prince of 
Dubai, launched the Dubai Blockchain 
Strategy, which aims to create a 
paperless government by 2020. In 
March last year, experts on a Smart 
Dubai panel urged banks in the UAE to 
digitise in preparation for blockchain. 
And in January this year, Dubai telco du 
joined with Dhonor HealthTech to work 
on the country’s first patient-safety 
blockchain. 

In fact, a report from Research and 
Markets, estimates blockchain in the 
global telecoms market will grow at 
a CAGR of 84.4% between 2018 and 
2023, spurred by the technology’s ever-

improving compatibility with operational 
support systems (OSS) and business 
support systems (BSS). The capability 
of blockchain to map onto an operator’s 
business functions, in ways that add 
instant value, will undoubtedly drive 
widespread adoption throughout the 
GCC and beyond.

A new global marketplace
A full-platform blockchain BSS has 
the potential to open communications 
service providers’ (CSPs) business 
models to reengineering on a 
scale previously unseen. Consider 
the possibilities. On joining the 
global marketplace, operators 
can immediately publish product 
information, on the distributed ledger 
system, for roaming visitors on their 
network, or purchase product offerings 
from other telcos in the community and 
then sell these either as-is or bundled 
with other services and products, to 
their own subscribers—this model 

THE CAPABILITY 
OF BLOCKCHAIN 
TO MAP ONTO 
AN OPERATOR’S 
BUSINESS 
FUNCTIONS, IN 
WAYS THAT ADD 
INSTANT VALUE, 
WILL UNDOUBTEDLY 
DRIVE WIDESPREAD 
ADOPTION 
THROUGHOUT THE 
GCC AND BEYOND. 
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is analogous to a wholesale stock 
exchange. Not only this, as part of 
this community, CSPs can also create 
complex bundles with digital non-telco 
services. This allows an unprecedented 
streamlining of inter-operator 
collaboration on a global level and the 
ability to offer individually determined 
volumes and quality of service to 
subscribers in their native self-care 
channel and language. This is a fresh 
proposition for the sector.

The very nature of blockchain 
guarantees trust between participants, 
facilitating robust and secure sharing 
of financial and identity information 
among mobile network operators, 
non-telco service providers and the 
subscribers. Roaming becomes 
seamless for the subscriber, who can 
now buy service packages at will, and 
more importantly, at local rates, from 
their home mobile operator, without the 
need for a travel SIM or a local SIM from 
one of the operators in the country they 
are visiting. The blockchain platform 
becomes a global community of buyers 
and sellers, embedded into the BSS of 
each operator and consistently adding 
value through the optimisation of 
previously unwieldy business functions. 
Operators, now capable of spicing up 
the customer experience, will boost 
their customer bases and their revenue, 
without any significant additional costs.

No more intermediaries
Blockchains, like the one described, 
are not theoretical, but real works 
in progress. Platforms will have full 
support for e-SIM profiles exchange 
(for both human subscribers as well 
as IoT devices that are now common-
place in sectors such as automotive, 
consumer electronics and logistics), 
Internet of Things (IoT) Apps tokens, 
non-telco services and application 
service provider (ASP) subscriptions. 
Operators will be able to tailor their 
own authentication service as they 
see fit, publish their own tokens and 
sequences, and sell direct to partners 
without any need for intermediaries. 
This is another industry first. 

Again, consider roaming. In the 
past, inflexible one-to-one agreements 
stifled innovation, but a blockchain-
driven BSS allows multiple operators—
that choose to join  the global 
marketplace—to buy and sell units 
of services to roaming subscribers, 
without any third party causing 
technical hurdles and making things 
difficult for end users and operators. 

Whether a subscriber is data-
heavy, OTT-oriented or a light voice 
user, the exchange of offerings 
across the global marketplace allows 

packaging, on the fly, by the home 
operator, in the subscribers’ native 
communication channel. Tokens act as 
guarantees and facilitate the dropping 
of the intermediary. Additionally, the 
blockchain stores preferences, so when 
a user moves from one network to 
another, the BSS of the active operator 
will know what services to push to that 
user—remember the importance of 
personalised offerings in the age of the 
millennial cannot be understated. The 
platform transactions have the added 
benefit of existing in isolation of ongoing 
agreements, thereby generating a 
separate, incremental revenue stream. 

In the Middle East, where telecom 
monopolies and duopolies are common, 
blockchain-driven BSS solutions are 
of vital importance. All the benefits 
of incremental revenues apply, and 
there is no requirement to relinquish 
any control in the local marketplace, 
as operators are part of a global 
community of buyers and sellers. 
And as identity management and 
protection become the paramount 
talking points throughout the sector, so 
will blockchain integration become the 
obvious solution. The blockchain can 
optimise everything a telco’s C-suite 
worries about—billing, provisioning, 
number portability and more�and 
acts as a potent agent of digital 
transformation, delivering significant 
operational efficiencies. Transactions 
are speeding up; intermediaries are 
becoming a thing of the past; IoT 
becomes a viable deliverable, as does 
mobile money; and operators on the 
blockchain platform can enact direct-
carrier billing straight away, all while 
slashing costs.

Telcos that get in on the ground 
floor of the blockchain revolution 
will be poised to become pioneers 
of new business models in both the 
B2B and B2C segments. To do so will 
require astute vision and planning, and 
recognising the wide range of market 
use cases out there and how to serve 
their needs. The benefits of blockchain-
driven BSS are there for all to see. I 
invite you to take the plunge. 

TELCOS THAT GET IN ON 
THE GROUND FLOOR OF THE 
BLOCKCHAIN REVOLUTION 
WILL BE POISED TO 
BECOME PIONEERS OF 
NEW BUSINESS MODELS 
IN BOTH THE B2B AND 
B2C SEGMENTS. TO DO 
SO WILL REQUIRE ASTUTE 
VISION AND PLANNING, 
AND RECOGNISING THE 
WIDE RANGE OF MARKET 
USE CASES OUT THERE 
AND HOW TO SERVE THEIR 
NEEDS. 
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ALARIS E1000 SERIES

ARUBA 530 SERIES  

Alaris E1000 Series Scanners are 
the latest addition to the award-
winning IN2 Ecosystem, a 
powerful combination of best-
in-class document scanners, 
imaging software and services 
ideal for small office/home 
office environments, reception 
areas and workgroups, 
packing all the intelligence 
of a larger device into a 
streamlined, desktop 
scanner. Productivity-
boosting features include 
the ability to power up and 
start scanning in less than ten seconds 
and fast throughput.

The E1025 and E1035 models scan at speeds up to 25 pages per 
minute (ppm)/50 images per minute (ipm) and up to 35ppm/70ipm, 
respectively. They are easy to set up, enabling users to scan right out of 
the box and integrate with existing business processes and applications, 
from network to Cloud, through Alaris Smart Touch Software.

The Aruba 530 Series with 802.11ax (Wi-Fi 
6), combined with Aruba intelligent software 
features are designed to deliver high performance 
connectivity in extreme density deployments of 
mobile and IoT devices. The 530 Series is designed 
to simultaneously serve multiple clients and types 
of traffic, boosting overall network performance 
by up to 4X versus 802.11ac APs. In addition to 
802.11ax benefits, the 530 Series also provide 
Aruba differentiated capabilities that include AI-
powered RF optimisation, always-on connectivity 
and WPA3 certified security. Additionally, Green AP 
mode for 802.11ax APs also leverages AI/ML 
capabilities for energy savings of up to 70%.

those looking to capture extra detail 
and dynamism. Both camcorders are 
integral to Canon’s growing range of 
4K products, paramount for the market 
as consumption and demand becomes 
increasingly mainstream. 

The customisable settings empower 
video enthusiasts to mould the LEGRIA 
HF G50 and LEGRIA HF G60 to their 
own shooting preferences; perfect 
for those committed to shooting in 
a specific style, whether it’s family 

PRODUCTS      

moments or a 
personal passion project. 

With highly responsive and state-of-the-
art controls, both handheld camcorders 
are compact and simple-to-use, ideal 
for capturing on the go. Both fitted with 
a professional grade zoom rocker, a dial 
to reduce menu diving, lens ring with 
fingertip light sensitivity and the ability 
to assign functions and commands 
to five buttons, the LEGRIA HF G50 
and LEGRIA HF G60 make for an easy 
shooting experience. In addition to this, 
they both support adjustable exposure 
with built-in ND filters for wider 
apertures or slower shutter speeds.

Canon Middle East today announces the 
expansion of its 4K camcorder LEGRIA 
range with two new models – the 
LEGRIA HF G50 and LEGRIA HF G60. 

As an entry-point to the world of 
4K, the LEGRIA HF G50 is designed 
to capture and future-proof special 
moments in higher resolution – 
boasting a 1/2.3-type sensor with 
manual control, coupled with premium 
optics and processing for superior 
image quality. The LEGRIA HF G60, with 
its 1.0-type sensor, provides advanced 
users with the ability to shoot vivid 
and stunning movies in 4K UHD. The 
latter – supporting Canon-developed 
Dual Pixel CMOS AF – is perfect for 

CANON LEGRIA 
HF G50 AND G60



ORGANISATIONS SHOULD TREAD CAUTIOUSLY WHEN 
IMPLEMENTING BLOCKCHAIN TECHNOLOGY IN THEIR 
BUSINESSES, SAYS SUNIL PAUL, CO-FOUNDER AND 
COO OF FINESSE.

BLOCKCHAIN IS 
HERE TO STAY

B
lockchain is not a new kid 
on the technology block but 
not that old either. While 
it entered tech lexicon in 
2009 as the record-keeper 

of the cryptocurrency Bitcoin, it is only in 
the past few years that companies and 
governments have started to explore its 
applications to traditional models and 
processes. Experts believe that blockchain 
today is at the same disruptive place 
where the Internet was in the early 1990s.

Any definition of blockchain would 
have these words or phrases: distributed 
ledger, decentralised, immutable and 
disintermediation, and demystification 
exercises also hasten to add that the 
technology is based on the centuries-old 
method of general financial ledger which 
recorded every transaction.  Blockchain, 
to simplify things, is this ledger but in 
the cloud where the transaction data is 
stored over a large network of computers 
instead of database resident in a single 
system. This is the decentralisation 
and distribution that the blockchain 
definitions refer to, a feature that makes 
data stored in blockchain tamper-proof 
and inspires trust in the data. Instead 
of a central book or entity or database 
inspiring trust, there is distributed trust. 

Currently, blockchain is going through 
the hype cycle with face-offs between 
bullhorn- wielding fervent supporters 
and equally ardent skeptics. But once 
the hype settles down, blockchain 
technology is here to stay.

There is a vast amount of tutorials 
and information online that simplifies 
and deep-dives into the workings of 
a blockchain, but if we focus on the 
benefits, trust and transparency come 

technology: recently, Gartner predicted 
that 90 percent of blockchain-based 
supply chain initiatives would suffer 
‘Blockchain Fatigue’ by 2023 as the 
“budding nature” of the technology 
makes it almost impossible for 
organisations to identify and target 
specific high-value use cases.

In fact, many executives are still not very 
clear what blockchain really is, and how it 
affects their business, so much so that the 
blockchain projects are being driven by 
FOMO (Fear of Missing Out) factor rather 
than an understanding of how it could be 
useful to the business. One doesn’t need 
to reiterate that companies should identify 
the business need and define a clear 
direction of where and with what economic 
benefits blockchain-based applications 
could be used before embarking on pilots 
to establish use cases. Planning and 
investing in proof of concept is the only 
reliable way forward.

Lastly, blockchain’s claim of being 
unhackable was put to severe stress test 
this year with attacks against Ethereum 
Classic public blockchain in January that 
resulted in hackers stealing more than 
$1 million worth of currency, while most 
recently, in May, hackers stole more than 
$40 million from Binance Cryptocurrency 
Exchange.  MIT Technology Review 
pointed out in a recent article that 
blockchain technology can be vulnerable 
under certain conditions that include 
“shoddy execution,” and “unintentional 
software bugs.” 

And while blockchain is here to stay, 
companies would be served best by 
proceeding cautiously to allow the core 
capability of blockchain to emerge from 
the hype. 

   BLOG

out on top. Blockchain enjoys built-in 
protection thanks to cryptographic puzzles 
or algorithms and the fact that each block 
of digital information is immutably to the 
previous block, which makes hacking or 
fraud a difficult and expensive exercise. 
The logic of smart contracts embedded in 
blockchain ensures that whenever an event, 
which is a pre-defined set of conditions, 
happens, another event is automatically 
triggered, and the smart contract becomes 
a permanent record.

In a nutshell, blockchain authenticates 
data, manage its analysis, and automate 
its use, which in turn, lower the cost of 
operations and enable faster transactions.

Applications around blockchain take 
advantage of the fact the blocks in the 
chain are linear and immutable records 
of transactions, monetary or otherwise. 
For instance, when purchasing a 
house, existing processes rely heavily 
on documentation and intermediaries 
take the transaction to its conclusion. 
In a blockchain environment, all parties 
involved would be connected via one ledger 
where all the details would be shared, and 
self-executing smart contracts would take 
the process to its natural conclusion, be it a 
loan approval or transfer of deed. 

In supply chain management, blockchain 
can make it possible for any participant, 
human or machine, to verify authenticity, 
improve traceability, and transactional trust 
wherever the product or material is used, 
stored, recycled, or disposed of.

In the education sector, for example, 
blockchain-verified university certificates 
would be secure, tamper-proof and directly 
shareable with employers and other 
universities anywhere in the world instantly.

However, it is still early days for the 
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